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NINIPNRAIN'T NI WTN ATI3Y NID7 WiP'3A0 DN 307 DUwy NXNMW 0w .0'wTn
5G Nn"171100 .(Deloitte, 2019, pp. 49-50 ;2 'ny ,2018 ,|i12) D'JIW DTN D'WTN ATy

NWIN N73PNNA 1IN VIP71 |[ONRT7 77137 DIYYDNi 13210 NIDDIAN N2 [ DRIV NID Dnn 7
NIy"on 1231 T DI'7nwn NTW DINN NN NINN ,0M"IN7ID 0'7IXD NN |12 70WN {00 7W MTIAN
.1NIND [12D'Na 0DDN 7113
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11'n

T13'NT NN NYUTAN DIINATIL ATI3AT 070WA0 ,1T070 DY DN DWTPN 13701
TTMIINN' IR MNW7 7RIW7W TIN712' 7Y YIDWN 371 N7 TWKR TN 000N INWA KR
T13'NN N2WA D NI 07IN .(2014,[TN) ANIEPEATNY DN VAT 037 1701 N7, D00
DY NITTINNAT7 TNV T DN 071 0000 01I'W0 2¥I7 7AN007 AWENN DY7NWH
WINTN "N [TVY7 TI3'NT NDIYN NNRNiT (13,9 My 2019 '/P012'7T1 NAITN) NANN
f12'WN 7W DNIWD NIN'D TPNNN7 DNT Q701 [1N2'T D01aN Y17'3 DITPRNITN DN DT
JUNINY 131210, YT 710, MIWEN NIX DTIaY DY [nnog nEawTni DImAN nmaipa

.(13 'ny ,2019 ,'{J0IT'7TI NAITN) TIVI O'N INT 1T'7D7

D'WYN D70 T DYANWNAT TIWRAT NN 2'NI7 NI2NE0 DIW a19Y DAI71300 D)
f11'203 |"ONNA7 1DN TN ATA70 770 0910 YT DA W17 DNWONAI
178N NIJIW DD T1WPNT71 TIN7 DPT'A7N7 TWONNW NI'UPNRIVINRI DRI DTN
NNNNIN,INXY TRI71 DTPNRNNAT NMNIDWNIE WM A1TN71 [MOND 7TINGG .0I0 137 DNJINGT
Ww1IN 5G N'MI71300 .N'OIN'W 71T'A7 N710' NINDT71E DM DWDY7 DN N'WIN 17
Aria et al,, 2020,) 0111j7n D'DYIF 7W 2N 113N NNNWA7 MWONNI 113'NA DIINTT
'WNNN 110,717 7TIN2 IDNN'W D'ATPNN 0172 ATA7i 177N 17W7 TWOND N .(p. 18
NINNNINT DD'W7I TT'NA7 7200 NINI7 NI LUIN UINUIN ATIAN ARITR DIN'YSD
[JV N1'107 DAINNT D'UI3N 00N D'0IDNI  NIF70'T NIND ,T'N7N7 'WIN [DIND
TIN'711 7'70N1 TPNNA7 DNINT7 NWON'W D'YYNANT DOFTNIFA D'DIN DY D' T'R7NT 1Y10'W

.(Jamshidi, n.d.; Mirzamany & Neal, n.d.) D"N71Jn 0'2'71N1 DIPN

1T'N70 D™D DN 1DW7 NWOHNR' 5G N™MI71100 7W fINYNUil INDDW |3 ON 1IN
DMWY TINDT NINN NINTP7 7RW 'TN7N DN 'WIA7 TI3'N0 NDIYN 'NANRND 12NN
T13'N N2YN NN V7'RW 1IN0 12w D213 TN aTTNN [NYNUN1 DI3'WNT .DNRI

1NN DTN IN AINTND 1T'N77 12YN YNI7 07131 YINT DINU'DIIIINGI

MINT7-]"1l NITN TNYN

D'ON'T1 PNa a1 DRPONN 1IN0 7W D71V7 12VNa1 NIXYIRG NI NIDNN DY
210DIND VIUW awin (Soft Power) ‘1121 fINNIV' AWINT 7W NIM7IDIDMT DYAINT-['A0
[NAXIYA 77N NIIFTA 7W [N712'7 NONIA 7127 AN TIRINGT DU'DIITIND 1 N1
7WNN NITOIM |21 ,71'N1 0 NN N2 D"IND M71 D'WYNNT WANWTAT7  NMINT
JQINT NNIY7 .071VA 7171VD 'DINWI YD W NN DNIIN DWW, DMI'UEI0N 7172721
7272 IN 'NIN NID1 NN 7W WIN'W 13971, NMINT 7NNV AONWA 7W D'NNIDA 17V010
DN DIPNWINIETA 7V 1IN DN NIOR7 ITVIEW ,(Hard Power) 'fw fnyIY' 'WNYAN Dl

.(Nye, 2004) Nn'n7Iyi 1P'w'7101

DIW Y30 1INNNT7 O7IN ,NN30 NDININT PV 12700 ARXIYa 0Nt 0T D7'NN1
N'M71Yi 1P'0'7191 |NID NN 113377 T2 ,YIN 'D72 7127 fINXIY 7'YDi7 NI712' NJUP NN

1

1INIDO

,A010') DMID'NINIINA7 NAWNI 78W! 7W NINMIN NDWA L 1NI7301 1NN Dinny
i13'TND 1TNYN NN MNWT T'WNiI7 7RIW'Y7 NWOHN' 5G NINWA 7W yNnUil oo (2018
VTR M2 37W7 17'0W! NIU7Ni 730 TIV 73,071V NIRM3AI NIDY OINN 17'3IN
,7U0"{3) 'WIINI |17 ['27 ,U1D1 fINIDI DINNAI,7721 DNTPNAN T171320001 YN
NIN IDW7 NWOHN' 5G-i1 NINWIW X' 121Wili JPNNN NINDD1 INKNG TID' 7Y (2019
INTI' [7717 .71D'0711 DN'W NID'N DN TIN'E DRI ONINT NIRRT DIV NTIay
iINYNUN7I NDTPNNA 12171310000 NONDT7 D7 DNMWYW NIMPly NIYDwil ww uin'ni

:TINIDY DINND 7Y

D"'NIDY D'NI7¥N 12D, TNI'NT D'71T) DYINI YA NIAYTINALNNYIND 'AYin7 N7104 (1)
71D'Ui1 |NN NN DDA NN 7Y171 TIT7 119Y ,(7WNn7 MRI 'MI7¥N) NIjN0I

71NN TR MW PIW DN 7'TA07 7' DY DAY WP0 1INNa0 RT (2)
0'7DIUN7 O'NDIN |2 'T'Di1 NN DMV [INNDA Y07 DFTNY 178 DN L (TIRIDI7Y)
D'NIN'WT NN DX 7130 71703 7V171,0"RID7 07NN DYINNN DNITRI DDA
,0'JITN 1IN0 7'UDiT7 NWON' 5G NINWA T2 7V N0 .(AT&T Business, n.d.) D'RID
Whittle,) NINNX NI3* TN 021100 D'NINYI ANNWT7 D'NNINT7I D'NNINT NWONR! 721
NPIN MIWN 73730 3007 NI712' 56- NINWAW 31NN 'RIDY 3VNa1 7ID'Wa1 TN (2019

(KPMG, 2020, p. 9) 13NIj371 NNAITI ,NIDIN NIXIONT NV

D0'7IN7 {3007 ,0'127IN D'NINY D'WNIN 7W NIMTi TNY7 AWONR 0NN NNV NP (3)
7W 0'72 NIYXNNI YN 21N DWW .YN71 AND N'NDA71 DYDI7N O'71D'0 1w I¥N1
.JNINNININD D'MIW719,0"IWTN O'NIDY O'71D'J (3'IVi7 TWONN i1 TI201 7NITN NIN'NN

7W DINN NN PNINAN dIPY7 D712 FINIDY MIIN7 NIPA7 AWON' 56 NINWA1 WIN'W (4)
JWIN VIIN 719'0 DNRNDTINN'WHA ID'W DW7 ,0i1'7Y 1WIY1 13TV YT'N 71971 0Y7910N

1311 [122) NIWTN NIMI7130U1 Y'NUA7 DUNIDY DMNIN7 1WON' 56 NINWA7 132Vni (D)
171N 1132V N'NNNT 71D'0 NYION DN 1INA71 DIWNRIDY DI'YA JNANT T2 (N'MIDN7N
719101 0'21N27 O'MIWON O'213'0 NAI71 O'NNAT NIIWNT 17W NN INA7 21,0100

.(AT&T Business, n.d.)

0'D{3'111 D'NTN DIN'N NN 7137 D712 NN 1DWN 56 NINWA 7W [NYNuill ]NoAo (6)
11070 INT'I 'WUPI NIYXNNT 0YIINI NIV IWONDN IT 113171300 .0DNIWNINiT [NT1 03N
O'NNN 719'0 0'71Ni1 N2 D113V ['277 T3 ,0'WIXD 0'IPNi1 0'NdN 0'DI712NN1 DN
1IN7N MINNDA DN DRI NN DIYTING DN D12'J 1T'N3 1DWN N L,|1D 1ND WK1
DJW'NNI NIN7X¥NN DJINIE NAN DT 1132 DNDID'RW 0'NI7'Y NIVYNNNT 0NN 'Avnd
DN'7N FTWIAW [IDN MITR7 'NRIDY YI'D NNV D1 1Y"D! 178 ;09N 7V DIPNINGO

(Whittle, 2019) nnon1
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NI NN D7IPIUINDA AN TIYI NIFD'YDD NUIN NIWYINA [T 1I'N 71T TR0
178 NINWA7 DETINY 3N TININETI2IN 793 DNV NN NIW7iN [DW,5G NINWA NN
4D 7w MTY 1M¥A 56 NMAI7I320UW (190 12 7Y o L(Sullivan & Lucas, 2020)
I7'N1 NIWTN NIW7IN INNYAT 1D 7NYT7 AWON ,NDIPN [DINT D'ADIDNN D'WTN 09PN1

JIFIN' DYW' DMYDI NIWTIN

.5G NINWA 7Y 0'TINT ONING 101D 777

NIMWN 7Y 37N |DIN TANDN7 5G NINWA NIMDY [IWKRIT 17W1 :NIW NIWYIn ‘nwn
[NIPNW NUIN NIW7IN7 DIDIWN 1571 |1 79 7w ,(Non-Standalone) 4G NINwA 7w
N'¥IT17 ,0'WNNWA 7W DI MNN7 NPINT7 AWON7 NI7I7Y 178 NIW7IN 178 NINWIa
DIINW 13"0 'NIN7 NINNAT .(Ekstrom, 2019) TiyI (DoS) NIN'W NY'INT7 NIDJINN 7YID7
JWNNWN{T 1'WIN 7W INIP'M NN VIAj77 MWK , ToRPEDO NjNN |1 4G NINwI1
7W D'Df1 '0'UN23 JONINAIT FTINYT T 1D0N NN NIATZ DWONNGT Piercer NDpNNI

.(Hussain et al,, 2019) 17w NIYTIN7I DINWY 1w 73971 ¥(IMS]) wpnwni

MIWPNT DY71P10ND NNIAPN P70 - “GTP 7131010 7Y NIDNANDAN JWAM 17 27w
WA NWA7 73770 DWA '3 D'WANWA 7W YT NAVA7 IRWi |1 D'WAWNT IP NoDIan
AWONNI 4G-1 2G, 3G NINWA NN WAWA GTP 71310ND .NIUINTNR NINWA 131 3(RAN) 1T17
7W NIYITT NIWYINT NNN .0W7N DININT D3W DNPRa DIND NRTINA NWA7 13ayun
M7 IAYN NIAT7 WPN 1230, WANWAT DIPM NN T3 13N RITW KT 7131000
N7'UDN 7w TI¥ 7¥ DoS NIDPINN MWOHNT 1717V IT N'D'DA fW7IN .0'DjJIN DYUN N7
WNNWN7 NITNN{1 Oi1 0'D01I D'AIN ;1'78 01 D'WANWA 7W DNNWHINMA YIAD7I NWAT
NIWN7 119¥ 4G NINWA 7Y 5G NINWA 7W NYIWRAT NIDANDAN . TIVENINWAT U0 NI

.(Positive Technologies ,2020) GTP 7171010 NIW7INI NIPAW D'AIN7 [NIN D)

7W NNIYPYDINT 071100 NWZIN 7W 13N D7V DEDY 56 NINW VINWN TNNT
NIT'WN{T Nan 2 7y .(Asokan, 2020) MIWENM NINAN 7Y DIWIA7I NINY7 4G DINWA
NYNU DY .5G NINW VIR 0102 0TI DT NINWAI DEW! INUAN DIW7IN (N7
213N NTIPIA NNVUINRAT NV 132730 1I¥'7 'RT Non-Standalone Nn1i¥na 5G NiNwA

D'NTIPN DNITAN NINWAT 137 (313w

[T 7221 ,N1I2IN 7Y 1IN0 [DIND JTANDA7 NIMDY 5G NINWA :NII2IN 7Y 7131 NIDNANDi
IN D'INYT T2 DIDING NIN'D D770 0'7WIN NIYALG DIW7INT7 NWNT7 NI7I7Y
712'07 JI'NA YT UNMDIINT TIDDINI [NV I NIWAWAT NIYNGID 01 .IIXND DNTAN
MI'N7 NIDIWAN [ 7V1 132IN 7Y NIDDIAN N7 DIFIDY NNYINTE YWD JINAD ,0'VIND
.(NIS Cooperation Group, 2019, pp. 19—20) D'"J1TT D'NIIA T¥A 7IN'I71 DY7NINIYID 111D

NWA7 NAIN'W 0D'WIN 7W 23131 7710 19007 i13YN NN7 Y13 (N3N i1 0N NINTWIW
0TH OINNI WIN'W NIWIY 5G NINWA A¥P 13NN [ATI 0'3) 03103 DNV TWONTI
D'71 Y311 DDOIN 7W1 .0MVN'7'N 0'71 12 0'7721W ,(Y1i1-na1 100 TY) NI 131l an

WA 1391 NITH7 wnnwn? YwoNn IMSI-i1 ;International Mobile Subscriber Identity 13
.GPRS (General Packet Radio Service) Tunneling Protocol 14
.Radio Access Network 15
13

JLINNNT TTIY0N TI73'D 11D23'0 NNAT NIV N3 L(Nye, 2019) [1'MIT'N NI7N N77
NI2YNII NII7ZII200 DINTEINAN ['NI72721 1YPWAI N NIYYAND 071V TAYNT 12T
-3 [MPI DN N'MTN DN D'YNY7 [717 NWON 778 72 ;NI10ND 71301 7W00 1Nl
Chong, 2010; Karabeshkin) |117W NIN'M3i1 73¥N NN 2'Ni171171VD 'DIN'W 0TP7 ,NNINT

.(& Rusetski, 2013, pp. 46—47

12'202 1701 DIDIDN NN'INAT,OTR NIDIE0ARWA 172721 NUW 'NIINA 13073 713'T0)
TT'NIINN' DN U720 DIWTN 1713200 DINNT 7RW!7W NN 07 DN
717W N'ATNII ['UTINGT ID'WT DN 7RIW! 7W 71T 1TAYN .0"AIN7-|'1 0'NJIN1 D1DNT
JAINT-'20 TTAYALINMTN ID'W TX7 .07721721 DMITR 0NN 1210 ANRXIY NP7
DWEI ANXY7 IN'7I DTN DY DWW 'AYA7 01 78W7 MWOND NHWTNT N7
VIN'N %0"NwN 0"UNI7D'T 0'ON' fIA'YY NNV [I'RW 7178 03 — NIIYTN DY D'wIn
WNW71 TWAN7 78NIW' 7W 1'YANND TINN7 1wy ,5G NINWA [7131,NINTPINA NII7I0U
NUWTNA N'TNA TINY7 T'WAN7 717 1WOKR7 121,/ A'UPI0R1 DT ,D0IM ,'NI'T '{P0Y 10
171VD 'DIN'W DT371 NIDODII DNT NIY7272 NIYPWA TY78 7IWN7 ,NM71Via DAI7100i0

12 (Press Trust of India, 2020; Osher & Ivri, 2019) TNRD D''7107'07IN1 DY7107'a

7V v1Nn - 11"Dil NNVIN DINN1 D'DI'N

D'NI'NT NN 01 |271,AN0I MNDN WIN'W7 10331 01U 5G NINWA 178 TNIW 1AM hyl
NINWA 7Y 13"0 'NI'N |11 0" T'NY D'WIN'W 13271 NIl 7Y 113701 hOOIAN |17y
'13'W7 VTN DA 71377 NINWA 7Y 0'001NN0 D'NMN'WA 'WI3'w7 73117 01717V 56
JINWAT 7Y DNIDNNONDT NIF70T DIMWNA Y071 DNINWAI IV YT 7Y 1'N719'01
1211 NI"ORNNIT 12120 0'AI'R NN Y1 7V D'WNINN 56 NINWA 7W fYNUail YIN'Ri
NINWA 7W TWPN3 01 DININ O'NYEP 178 O'NIN ;APD0N NINWAW 7Y 120 NIDPNN
i1'1D¥ — TNY1 11INI 77NW — 5G NINWA 7V NIDNNOiN 071X ,0'N7T1 DNITD MNIW{EN
NINWA 7Y TNNDA7 0MDY 030 DIMWNIMWYN DIV .OI'RT NNXIY DN TIND TY 11307
0'AD71 NINdN DAY (13D NINAI7131001 WIN'W AWDNT f1'IDX 031 0'IINI 3avia7 n712'11,56
NIYNNANIW N'MWN7 719717 DITNY 56 DINWA .loT 1'WwiNi N'MIDN7N 13'1,0"N1IIVIN
i11NIN DI'MWN LW NIDAYN ,iMIaNn 71071 3imJ7 Nidyn ,0"RI1DY 0'WIN Nwpn!
70 NY113 1I'R 5G NINWA 7W 11"0i NNUIN NIZ'WN DWW .NMNMYWYN 1P37 DIDNI
M7 MDX PTI D1A7W DNARA DMINGAN 01 R78 230 'NIRT ININ DIDWINT NIW7INN
Wheeler & Simpson,) |12 YD 13V 'AINTA [INV'A71 WHI7 ,WI217 ,i172727 ,01-01'1

(2019

"IN DY DIFMNMNG TINWN DY NTY700030 D7AN DN IR 1L

MINNI NIWTN NIND7 NNA0N" AP 1D D201 DIFNART TINR7 78W N0 ' "D0NaN 'ooin'a 12
Abraham Accords Peace) o'nin'w [nni nindn 01y ,5G NINWwA U931, "MIWENT VT NI7I300
77N2 ;77211 5G NINWY NNUIN DINNA 7171YD NIDNWA 7NIW 1T ,NN30 DINIR (Agreement, 2020
1NN 09131 0Y7'2In NINDY7 191171 ,071Y1 D'NNDNN DNITRI DNANKR" OY TTINNA7 NIDJ7 [NDWRWN
7NIWIT PIWI NIIMIYNND 7UN-101 (107NN ,1P1 10D nrayn nMiwpn nnan L(PTIL 2020) "7uarTi
(Osher & Ivri, 2019) 5G nINwA 7w |NDNMD 77N N7'NNN
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711" DMWONNIT NWA 717117 NUWTN 7w —*¥(SDN) fI2IN-NTAIN w1 Nw 7Y i1
D'MN'W71 0™MI'W7 ORNAD ANIXD NN DIW71[DTY7 1'7'YDN7 NMWONA ,i17W T2 W'l
TIVI 3DD7 1'7yW

7137 — YT 7Y 10'7W1HP3 7W MNP0 NN ININNN 701,071 DNTR NN
SDN Nwm ,NNT NAIY7 .fINUINTI 010N 717007 VTN 1INY7,0'71310N09 DIWY7 Nwi
711'I0 NINPID NN (packet forwarding) YT'Ni NI7'AN MY NIYYPIID NN 780N
WNNWAT IN VTN IWMI (Control Plane) Mpan Mwm :DNIWm W7 NWAI aur7will

.('N 0'wON IN1) (Data/User Plane)

SDN MIUPUDINT MPANIWNM7I WANWAT/VTRN DING7ORIWMT AP1700 'R 0'WAN

- - - NI'YP'7ONN WD

Network Network Network
App 1 App 2 App 3
4
v

P wnm

SDN Controller

A 4+ K
3 X

=5
=P
SRR

112700 TAN7 VIND7 T IRXND' 0MIITT 0'NNIA D YININ [N K7 T AP1703W DIJNNY AR 7Y
MPanIwmi 0NP3an A NNAVa VTN NIWPI QM7 T MpPan MW IN YTNRa W
P3N WM ' aTdai 2 INd NWA 7w 717301 TNIXDa D700 7Y Y'owia7 1ol

NN WAW7 731" "NWIVID NPINW [12'0i1 NIN 7N D{IJWAN NIYNANT YT WY
.(Martin et al,, 2015, pp. 20—21) DYIW DNIWNAT ' VTR 13VN

WNNWNil/yT'ni 1iwm

.DJIW ONIWMi ' 7Y 3707 1WON SDN MIVUPUIDIN 7Y 11"Dil 'MNI'R NIX

NWINND 'M71 W 7137 1IN 712! AT 10N W'NANND NIPYPP7ONT WA 7V 110 'NI'N

Software-Defined Network 16
15

AN ATRT 170 DNANIVIELTTNANT DI (110 D'7I1WDON T 1IAY7 D'WENN DMUN'7'n
TIUPUIDINI N772] ,|717W MDD N712' N ADWY7 T .0'WPIWAN AINXIND YAD7 1717V1
DA7W T TINW (small cells) 01IUE 0M7170 DNNN 7W 71207 1010 5G DINWA 7W
D'"71707 0NN DN ON7WA 178 DNN ;05133 DTN 001N NHU7 3ITW 1WOND

.(Gunnerson & Reall, n.d.) "NI' N1 10D D'PD0NIT (macro cells)

INTPW DNITA 7W 1ITD NI 1200 MTIANI N22710 56 NINWA 7W MIUPYUIDANGT LD DN
5G NINWI 7W N'NWNT N7 D'WATI 0370 A031 01117 100N 717900 0V .17
NN NN7 1"NA 1T I¥N .07 DNTA NINWA7 ON [A7W [P 00N DINIWAW DA NI7T)
1131 DIID'D{ 71113 D700 NN [INA7 100K DINWAW 7W 12"00 NNUIR 7V DYTi
i1nAIT.(NIS Cooperation Group, 2019) TIVI D'TTI1 D'{7D01 NI7Ni1 NN D¥NAN7 030011
ANINIDI NN NINAIND DD WNWIW DNATN NYT 1EP00NT DINWAWIW 01312107
NIN7T NNNINA 0'NA1I 0'01 NIINNA 73'PN0 Huawei N'I'00 MIWENN NDNAN D 2020

.(Hamilton, 2020) NI"7170 NINWAY7 fINWIA DN 1NR'W 721, NIMINN

NIWOHNA N'TIW DIWA NN A 03 W NIEINIE TN 7W 037 000 7V NIDANDAA
D'WI2'W NY1 D) NN'W DA TWATTNITAW 1WON7 121, TN D0 7Y NIDANDiN DN N7
Sullivan & Lucas,) D700 TNN 7W 7NN IN 13210 7V 13"'0 NIDPNA 7W DNPNRa IN
a¥NI1, NIIW NI 0'APIAN N7 0717V 1IWN 'P001 04ID0 0% NNT DY (2020

.Di7W NI MPa 70N 7V NPFDT7 TIND NIWENT 717V 7T

7W DYJINIT NIV N71D' :0'AN1I 0D'NIFNT DWAT ND'WNI 19'PNaA 19 NUW N7Taq0
DN'WON ,NIN7NN ,DUWNN DNl [oT N'wIn 117! 7W DIIA'NA JINN7 19X 56 NINWN
(Internet of Military Things) D"NIN D'NIW" ,NWAI7 DNAINNT 0N DNWINIDYNIDN
NNATN IWAWIA NIINNNT 0w (Industrial Internet of Things) Drnwyn DmMlw!
fTNUIN N1 110NNN DY — [oT N'WIN 7W 121INIi fINUINT DN NWII1 NI
113N X771 DINTIND (0T N'WON FIWY7 RINIT7 DUINGT DN DITTIVAN PZIWA 'NYARNnI
Bieler, 2019; UK Department for Digital, Culture, Media & Sport, 2018, pp.) iTNUIN
2025-1 071Vi1 'ANN1 DN'WIN TIR'7'M 75-) — 10T "N'WIN1 Win'wa atnii 71740 .(7-8
N'TDIN 1NUN7 56 NINWI DX 197 Yo' (attack surface) DN 31D NUW NN 7' T —

.(Haddix, 2019) D"317T D'AIIA 113V

5G ninw1 7w 0'N'IoN 0'1'27I01 NI'NWAN 7Y 110 'NI'N

|iT'2'DN 7V 11M0 'NI'N D1 DNDIN 077210 [1'IMONNDN D' 5G NINWA 7Y D'NI'N TN7
.(RAN) I'"TI7 Wil NWAI 1271 NWA 2270 Didl NINWAT 7W 0'NYDNi

i11'771 WA 7Y 11"D 'NI'N

NIWY VIN'N7 773107 DTNY 56 NMI71390 7W NN N3PV 7370 DWia DWWl
AINTRIDY (softwarization) NII2ING WIN'WY 13VA (110, NWI MIUPUDINT DIWTN
ND7Ni1 DIMINA DIN 17W DI1ITYI WA TIND 131 9D 1WA N3N WIN'WY7 13aVnil
NIDNND{T NI T 1AYN 7W 1T 2N .NDI1 AT 00N 1231,0"DNYDD f1ININ 110
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RAN nw1 — 11'7 DI'NW NWAi 37 7V 132"D 'NI'N

137 DWA ' TWPN WK LT3Y70 DWAN TI030 YUpn N1 (RAN) 1117 fwniai nwA
NIINN1 V71U Pa01 NIUIN 11 W'y D'01 DIINNA DI21IN DWW .0D'WNANWAN N'Wwin7
7IN'2YNI D'WANWATT M'WINT7 D'030 DNIIND 2 1T NMIWEN 0137 DIRINN RTE.010a00

.12'77 DWAN YT MIAYN DN Di'7R

NTIDI.INAVAT P NRINN PT7 7WIT WA 7',V TNT NIDN7 DTININKR 12170 DAY
fININD NI2'WN NON'AN 700N VIRNT 717'310 [7119'2 Q' TP900 DPI70N1ITR T NINnWA
N7 YT'DAW A7) VTR0 7W 7ol NN QW ,RAN '1'D70 7W 11"0i NNUINT
NWI NN NPT (7N NWNI N7 DNWPINAT DTN 7170 WINWIE T 09w 1ay

.(Kennedy, 2019, p. 4) n2'7i1

ninn Nan' (Non-standalone N1i¥N1) 5G NINWA 7W NYJIWNIT [NDMD NY1 ,NNT DY
VTN vl bwnl L (eNG) nin'p 4G NiNwN 7w 0'0D1 DINN7 (GNB) NIWTNN D'Dain
DY D7IN ,|DNIN NIFWI N7WH7 "D D'WNNWAN 7W YT'A 4G DWW 7W 132'77 W7
;712771 NWA7 fNAVA NDOI 139N NNT7 NIVID! NI 4G NWA 7W D'010 NINNT7 NV
7W VTN U7 NPINT7 MWDK TTNUIN NXID NI TUHT 7N 12171 YT NIYD 17w

.(Teppo & Norrman, 2020) D'WNNWN

— NWA7 IN7W" DU — |'ON17 AINT DN NTW 0YP0 NDI7 D990 910N 017910 019D
(IMSI) WNNWN{T 7W D'Di1 D'U123 DYDNINAT NWAT D1 WANWAT NIATH 'UID DX
1DIwN 5G NINWI1 D'WANWA 7W ONI'UID D 0NN INYTI Black Hat 2019 0121 D7IN
NIYNANT N7170 NIN7 DITNNT 7W 7T 7WA7 IMSI 0D U NINT1 13M0 'MINT 1TV
NI'M'UI7 0'D1 NIINN7 NITNNAN 0N .(Newman, 2019) Stingray 1'Won 133 DN'WIN
N'¥ITT7 IN D'WANWA NN 11V7 ,DWANWAYT 7'Wi YT 11T 73737 NIN7 WWONT 717V
D'JPN NDI7 VAN AN 7V .(5G Americas, 2018) NWAi1 MiN'w 7y DoS NDPNN 7YID7
T'WN7 DMDY DITT 0 DI, NWART 37 DY'WINT |72 T NIRRT 0711010 113y

.(Nakarmi, 2018) 5G NINwWA NI7'YD1 71N71 YT'A 11337 Di1'NI7I2' TN NND7

T'W — (jamming) NININ WIZ'W 'AI'N 01 ,1'TY TN WIN'WIN 0DN2INT ,0'D01 D'NIN
.(spoofing) NININ NI'TI ,ONIN "DINT7" MMUNA I'T17 1WA NWA NTN7 01T DNTNA DININ
WId'Ww 7Y WD NNYDND NI'ON DININ 7130 5G NINWA1 0MUNY7'M 0NTHd WIN'Wi
,0"MUN'7'Nin DTN7 NNNAW 1T TN 1N WIN'W [MTY 1772 5G NINWA O7IN ,0NTN0N

.(Lichtman et al,, 2018) Wwaw7 WNI' 7j7 DNINW DTN

D01 fINUIN DINN' = 56 NINWA

NNUINID'W7 DNN7 5G NINWA 7W NIJIW NIIIDNIE QAN ODY NIINDNAI DNINRGT TY7
D'T27Ni11132IN 'D0IIN NWA NP3 WIN'WI L1323V YT NIM7I700 DINWAT 7W 13100
NWAT MIYPUDINT NIIPAT7 DYDY N'T'O 1NINI NI7NA DINAY TN DWAT 7117 IR

.RNC — RAN Controller 18
17

VT'N7 NWN'T7 ,NWA7 INTTN DR P'RYNA7 T2 738371 DI'YYPY7DRIN DNRT7 W9 NINWAT IR
.(Martin et al,, 2015, pp. 20-21) TIYI ININ DIDN7 ,MjP3 WM DNPAN '3 13aVING0

WNW7 717V1 DWW 7W 717Y9111 N2IYND TPONN 1300 :Mpan 1w 7y 110 'NI'N
NI P30 WM 7Y 3" 00 MIN 1N 7W DYIPR 0T 0NN IE3Y DTN 1iun
NIMWN1 VTN WA AN IN 13210 DIW7IND IN DEN70NT 7W 713210 DIw7ind
210N 73T 77'900 DIITT YEY70N NNDY7 11IN07AA 0NN IN17x0 2015-1 112 .NwAil
JTINN 1IN 72 DN NIJWY71 1230 7W N30 DT DN INJWY7 N7310N0i1 Rootkit
VD7 IN NI'NjI'7ON7 D'DYTA 13210 J12TY Y07 D717V D'OPIN D NWIT DNEINGA
NPINT 712" |2 1ND .(Ropke & Holz, 2015) NIt v'Oil7 i1UunN1 SDN NI'N{I'7DN NIINYT
NIN NI{V7 ,0"NN7 100 IN P27 DIYPY7ONTR DNAIYN DITE0 1T7 P27 DItTnnn7

.(Hogg, 2014) nw11 yT'Nni1 21N UI7W71 INUINRT DTN

1NN NI'NWNI NIW7IN 7837 N3IN 712 YT WM D VTR W0 7Y 13"0 'NIWN
DNIY7 DNA'W |DIND 1227 VT'R NI7'AN NI7W71 DY7N8 VIND7 12 (D'aNI 0NN [11D)
wnwnil ,OpenFlow 713101ND1 NIW7IN 7X17 NPIN 712 12 10D .(DOS) NIN'W NY'IN7I
VADIW |DIND 1IN N710 DINIWA DN DNIW7 T2 P40 137 DWAT I '3 MIWEnT
11270 ' A1V YT UNT NI N0 DI'N .(Shaghaghi et al.,, 2020) nwAil 113501

.(Lourenco & Marinos, 2019, pp. 58-59) {717 MNINGT '3l NWAT DININ

17UDi NI2YA AN DNINIDU7D N7 MWONA YNa'7i NWA NI7'UD 7W T 7RIV I
i112IN1 WIN'Wil .[JV71 D'JINI 'TDIN7 NWAT NI7'WUD DX 'AYi71 D780 DYWINI
INT DN ¥PIN1 YT DAY DTN DN 1IN N1 T30 DIWM WONAD JNIN 0gna
— D'WNNWAIT NIV D780 (network node) NWA MDY NANT NIYNYANT TINNTi
NN NY1DI D'WANWALT [R 127 7NN 01NN Dl TWNIW , 017D N MY 01Nl
fTINT'7NIUN' 7W NN D) ,NNT DY .(Condoluci & Mahmoodi, 2018) yT'ni1 N1Vl
D'MW |10 ,NI'ZNIVYIT DINMIDU7DT NN NI7'WON NIT'D NIMWN7 YIND7 Njin 710!
D781V NOYAT NN DI DMWON D 10D .(Martin et al., 2015, p. 23) DJINI 'TOINI
JI7NI0NIT NDYAT IN MWINT7 1¥MD — virtual machine escape NDpINN 1ND ,iTNYY
71137 NADW7 DWAI NN 7NN 17YD110 NDWAN ['UI7N7 DTTIAN N7 MInRW
UI7W71 717VDi11 NDVN7 YIND7 NPIN 712" DWN .(Hypervisor) NI78IUY'T DDA 7W
D'a"Nn 178 0D'RI'R .(Lal, Taleb, & Dutta, 2017) D"7NIVYITT DY'WINTI NIDVYNDT 701
fININ N'AWA7 D710 N2IYAT7 YN0 NN NIAT7 NWON'W DTN 1VYN1N101Y

J'P3N TIPDN TWA7 N'DI7N NDIYN 1IN

NN 7Y O7IN ;5G NINWA7 D'TIN IN D'WTN DI'N 0JIWA ONIWNG 7V 13"00 'K 1N
I7'N1 03"Di 'NI'NT 713YN NINI 13N DIWAT '3 aTna6il ap1i7nan ,0anad aininn!
UI7W7 1'7Y U7NWNN NPIN7 AWONT 717V 1730 7¥R WA DONIN 12131 AU7Wil TIdN

410NN 127 1Nnd1

NFV — Network Function Virtualization 17
16



1IN IR DDA 72'D7 .0MNIN 7W ONI7'WN DNID'N IDNWY 7107 DNIN TTIY' N7
NYUT NIN DN71 5G NINWA7 MIWPNN TR PIwd DNNONT7 277 DRIWN NN 1337
012117 PN 7WNNGT 'NAND N7 7INI1 71N NNKR 7V ,0'WTN 0YIY' 7W DNYDIT 7Y

.(Stacy, 2019) NIMPMNAN NNAN 7T PIWT

NINWA 7W fIPDONT NINIWAW 7W [NIADNIN NINND H1PDDNT MWW Ni'on 7y M'nw
NI TN NIANE 0'N'Y7 073301011 300 ,1IWN0 P01 TING 990 7w ONNN' 56
NIW7IN 103 7V1 TI'YT NN 39YNi 7Y D'WPND,0T1W D'PIN71ENIN71077 DNDDIAI NIW
'PD0I 0'ID0IT,09¥1 7W NII'ANT NN DR INTNN 771N NDI7 YXIN 73'07 .13W TNUINGT
JIX7NDIN ATIAY NIV'W 098 7W DID'NRT DNP3a D700 (12D DIYONND D 7Y 1w
TNIYW VP NPT 03 1IN AT 7TIN .01 7W 130 DNUIN DIYTALATIAY D700
IN DID'NWA , NI'Y'71D IN DIMIZINT'R NID'DN NIAT7 Y12 17W DTV [13'0 'DY700N1 N
D'PIN ,710M7 IR TI'NA 173207 7'31117 D'717VW DT 17WNN 'DI17 IN YWD I1IR7 11732
DI 7W N712'%1 ,0i1'NIIFTNI D'Y7R O'DIDD MIWNIT 'PD0 IR XYW NIYN7I001 OV NINT

TIVIETIWNI Y300 7Y IN QN 7Y VN7 7'WUDi7 DT 7WNN

7NWI.0YID0N NITNWID [I'T7 711717 71717V 1D0NT DNINIWAW 7W iTNUINT N7NW
[INU' TIWNII '7721 [INVU'AN NN'WA 713300 "M 7W DM 'M71 DINTR NNt
NINIWIWYT D7IN .(2018 ,1'T) NMIWHPNT NIV 0O'U3'ND7 NIY'O DNINANT7 WD NN I0N7
NIM7N 11 56 NINWA 7W 00N NINIWAW L1IWAN D00 01 1100 NDPWI i1j7D0N
WNN 7W NIZNN' DNIN NININTIANNIP 0ONT7,]9'7 DNAW D'IND — NI2INal 0'aawal
(71211 (D2 [122) D'3N DANWAI D'NANND VWA ['D 2 YINIi [N N7 NNT DY .['D 11D 7Y
77D0N M 178Wi 12 7V N013 .(5G supply chain security, 2020) WDl NN 7'2T717 ' 1D
DWW TINT7 TIWNi1 'PP07 D1 TI'NI Y1 NI YNI7 I'NN 1IWNi '{PD07 TING NN
TN 7V TIN710 7'007 N DINNN DIITTAD TIWA {300 7Y NP7 '"WIPN 7w .ij7D0N
112NN, NINJN DY NIDYA NIFMYWYN NIDYA [123) 5G NINWAT NIDAIN NIDYNI YD
AN71, NN TR A0TIAL [1IIDN1 NUIINAD NIND 7W 0'0a'03 (00N DAl DN

.5G NINWAI NIDNIN NIDIYNT7 11"0 NI 7W U7 1370 [P0

N'iT RAN NI1I71300 21w D27 PN DUI'WY7 7307 Mwyw wTn DAIN7-3 anTe
,071Y1 NI7'2N{7 MIWPNA NNIN NP 7W anTe 1T .(0-RAN) nimoil RAN-i1 DAt
DYINWY7I NNAIN7 AWHNNW RAN NWA VI3V D'NIND D'PWANITIYPUIN NND7 ANIUNI
71"DY {INTIT .0{ID0 7W ANI* 11 190N 7Y TANDN7 NINWAiT '7'YDN7I 2IW7 DID7 D'WTN
W' 12W DINN — DTV 73010 7Y 1DAND 712 TYW ,RAN NINI7II00 NIY7 TWONT TIY
NOII.JNN' NI NININT W AW DINN = [NTY7RI0N 7V1 NIIIIN 7Y JAN0a7 NNt |'07
(scalability) niTR NIWMA 3007 '1D¥ RAN DINN D) NN WIN'WT 12YNil 12 7V

.DNIY DY TTINNAYZ T NIWNT7 ONNI DNIN NINIA71 IWNN FANWA 1017 D70

PIW7 DIDW7N 1VINI 11Y3W AJI0N0I 1300 (123 MIWPN DIMI71330 7w DIAXY hiNan
Lewis, 2020, pp.) i [INUi1 7R'™NIVIDI 7Y 121 DITYAILIT ANTIY7 1D10¥1,RAN NI'I71100
WIN'Wil fIPNA NWI NENTH WAWT ANt liwy 78w 111y .(6—8; Rogers, 2019
NIN2IN7 Y07 721' MNIND MIVUPJUDIND WIN'W .iiNNA0N1 0YN330 RAN N1 hi'MMwn1

19

|DINI DT TNIXD NIEWT71[DTY7 DWAN NN 71371 1037 DWAT Y7707 1WHNT7I NIWNA
,(network segmentation) NINWN 7¥D7 AWHNN NWAT NINTY7NIVYT L. (Wang, 2016) 710N
NIMWN7 71 IN AINIWIW [12'0i NIN DMND'W [DIND [JV7 D30 DIINIENINNG7OR 1Yi7

.(Marinho, 2019) NI7jN 7W PN 13 NAIVT7 DNV DIEIDN D407 (210000

D'WITIN AXI NINTII DINWAA TNUIN NIW7IN7 D317 71727 78'YI0I10 5G NINWAY
JINT DY |11 D'WANWNAT D'NN'Wl YT 7W 13100 DNUIN DN NEAYW DIONDI
WA NI7'W0N 7w 123 01wl 0'N21 170 56 7W D10 dINUINT NINN 7W 01w
T'70N NN 1977 [1'DYI1 DAWNITL|'D 02 (712 — DI'TA 'O 7Y 0'W3A[P3 09PN0W (100
OMNN (13D P1W NN 70 7W3 .NU371 T DRt — (Williams, 2019) '9'7197 113000
DYIPNN 7W 1171 4370 DIWY7 73077 D717V D132 DWYIN'TL PIW7 ANNIENIMD DN

.(Schneier, 2020) NINWAT 7W DM7NNIVIDT 12"00 DNUIN DIJNN' [1I2WN 7Y

DJI12'Di1 YTAT7 D'TVNI NN — 5G NINWY 7W 11"Dil NNUIN

7'2I07 717V ['07 D30 DIXAN ' 2171300-183i1 NINXYNiT JANNT 1311 DITPNNG
D'YAIIT 71411 120 'NI'R 01 56 NINWA7 0'DpPJwin O TN 0312'0iW dwnn7
QY D'PITAN 0'ON'3 YIDN 7RIW' D NINWONKNI UPHIDI N0l hiNanid NIDhNWan
NITPNN D 1077 1IWN ,NNRT QY .|'D DY D'PTNNT0 YN0NN 'ON' IN D30 DIXAN
0'7I79W 11"D 'MNI'N7 NINWAIT ND'WN NN YINN N7 '07 N1 DINAN "2 D Ny
WA Y7'uDn 7w 0M37 71VDNI 7110 IR TTNVUIN DIW7IN 7W [DIIN M7 133NN Y1317

NIW7IN .NU7NIN fTNUIN 31IVi17 TWOHN 'R 5G NINWA7 01 ,i1'171300 IN NDYN 7237 fni1l
71713 ,71'N71001 IN DIPN ATAY-'R 037 TIUPUDIR IN 7330 TP DIMYY L NUIR
DIUI'NTIN'WI OYIITT 0IP0NW 7W DIMINIMTIENI7ID'W 7W T'NNN NIN'D |21 137 71YDNI
JWNNN OI'R O'"N7 D™D 1178 73 — NIDYN 7W NI7'WYD WIW7 IN W7 [INDA7 Dn7W
71111 TPNNN7 12Y DNINWAT 7W 230 NNUINT 13127 w1 [72'07 .5G NIinw1 7Y
LO"7R'NIUID D'DPIN 7Y NIWEATI OAI'RA DN WWTN7 DDNUNW 0TYNI N7 — 031200

J17ND D'TYUN 12D 10019 |77

717y 7I2IN IN 7ININ 27 72W 7103 7V NDDANA IT NIJ'ON :NWIA DI'ON 7V 'nY
NINWAIT NN 7¥D7 71W7 W' {113 A¥N OV TTIANI7 T2 23"0 NIDPNNT7 QIWn Nif17
VIN' NINWA§T 71¥'0 .(redundancy) NI WANW7I (segmentation) fJwn NINWAY7
JINT NIWY7 D7V W3 NINDIT 727 IN DWA 7W 091W0 0'P700 ' 113Y7 00PN
NP3 [N NNK AN ' NN DM .017' DN WWONR'W [DINT DDFINT NN 10V7 Wyl
7WI 7W M{INA D1 NI7'VD NN N0 11349 12197 11, TR 21 7V DUINN 87 NINWAN 7w
NIDNNDA 03 1Y 77 83 DM NPV DININ (Sullivan & Lucas, 2020) Wia'w IN
TI'Y D3 D'ID0NT DYIN'TT 1D0N 5G NUI71300 DINNA 071N 070 TN AN 710D 7Y
NINNNA YIAD7 717Y DU 7W (U7 1D0N 7W TN WIN'W 2 10D % TINA |U3 RAN NwA7

wwni17w1 Ericsson-1 Nokia ,n1w'oi1 Huawei-1 ZTE :NiNan YIIX 792 NITAY 1T 700N N2ND 1yl 19
Ericsson-1 Nokia 7y 7nNOi7 W NP0 NIUA,NI'OA DNINT NINIMA TN WIN'Wh
18



11"D NNUIN 013 Y'NUA7 loT N'win X' NN 2'N'W 31N P31N7 D317 NIANIA DRI
USA Cyberspace Solarium) Niadin [I2TY71 NIN'WN 1J133N7 DYIPN1 WNANWHAT7I N'D'D
113NN NN NINAN 7W INWAT D 330,310 [N 1T In O .(Commission, 2020, p. 2
7W X" D7D 0DMI'WT 711N IN7WNNT7 DiMNIN DN D07 0'3'31YNi loT N'win
I721' N'NIPNA AMWYNil 7RW DIW 7700 ,0'NUIIND D''WION 7W DN7TIA71 1'WYnin

13NN NNz

oin'o

W [('NI712' .NY7RIWNT TNANT1 1N72727 ,713IN0EA7 DTN 7RIWY7 NININI 5G NINWAY
MINN1 0"I257N 0MI'W IWON7 NIIDY — ¥ {1INAN [ATE 037 0DYINI NAYT — DINWAi
NINWAY .NMAIN7-|'2 7773 |21 DI7'WAATNIU7N00 D733 819700 71300 ,71727200 [ INU'an
NNIND 7NW! NI 7W N2 YMD71,N7RIWHT DHIWTNN DN TTIV71TN7 DIIDY 17N
INW7 MWYW |DINT (smartup nation) DDN 117110V jpwn7 (start-up nation) DN-UINUD

D713 NI'T'MY NII7132041 'DIY3 78W! 7W 7'3IN00 fTAYN NN

MY NIW7IN 1INA1IT 5G NINWA1 D1 MIWPNE YT DNMI71100 707 aniTl ,NINT DY
NIDNND 71371 120 'MI'R7 NIDIWA |71 ,mIUPUDARI NN NN NUINR
NIININ ;NIW! MTNUIN NIW7IN7 [NIN NIWN7 1717V 4G DMWY 7Y 5G NINWA 7W NYJIWNAG
7171 0'0UVIN 03000 TI'Y WD NEIDIN 7Y NN NIDNNDiiT,[17W TP D0NR0 INWAw
JI0AN 12D ,0"NITN-N O'NM1AI 0'NITN DIPNW D a0 .0N 'MI WNw7 0713 0'717Y
7RIWI AN [INV'1AN,i17237231W 733 .0i1'MNUN7 178 NIINDN 7X17 101" ,YyWDI 1NU
P10 772 7D ,71'7Y 1IDNN0' 0NN D'NN'WIENDIMWNW 7321 1121713000 DN 1y no!

417101 NI7PN ,0'WI3'W 1Y

7'2A71 NDWINA TINKNT [1'D'J3 D1 U3 'T'7 X3 — 'D7 D30 DIXAN ' NINXYNIT PINN
D711 [I'T N1yn — 5G NINWA 01 |12, NIWTN NIMI71300 7W 1120341 NIN'DI 071Yi DN
NI7RWIAI TI'N 'PD0 NIAT N7RWI N DITPNNN O7IR N1 3N [T T 78wl
110D 7W D AIWN DNN D'U3NA 370 DNIWN DX U007 1717V 71NN D719 DI'u710i0
DNNINA 711171320 7W OY7RNIVIDA D'WIN'WA |I'TA,7WN7,01' .56 NINWA 7W YNl
NNJN NRYPT7 NI TVTA7EDINWAT DX [INT71 7037 T'NNDNG IND TPNNN 1K1, NN

N2 WIN'WAl |71i1'3,]h0D NNl

7W 'MIN71 71IINVIA7 DDNINND DNESG NMI711D031 0'A173i0 DIJINNY DN 110D 11T NNl
[71D D'V 0I12'0i NN 701371 NINWAN 7Y 2717 Y"DNW N7713 WA NDI7 IRP1,78W!
JINWAT 7W 1PD0NRNT NINIWAW NNUINT TPNNA7 1T 71w 7Y "N ITNN 72 7INT
"1J'W NNI PIWT7 D'WTN D'PD0 7W 10D NWOHR'W NIMNIRT-'2 DINTIF ANN d1PY71
7Y WA NII'ON 7V YT NN DN7 112 11w 7Y .NINTAENIWMNI NWON'W MII{PUDIN
0'NNIDI NIDNNWAT NN 3'N7 7ING 7V ,i1'7'UDN 113V D''NNN fNUIN 'JPN N0
D'"7N'YIVID D'NI'N7 1IYN NDI7I WA I3y 0'UIUD VIN'R71 030 NID'I7 D'NDINT-|']

JInwain 7y

21

VuINa71 5G 21w I7NWi7 |21 0'PD0 7W 11 100N 7V TNNODN7 DI'7RIWT MIWPNI
.0"NI1PIN NIINNODI NIMI71300

I7IN'W D'NNN D'"NIN7 11"0 DNUIN 3P0 NDJ7 YNIND 3"0i DNUIN PN Dnni
INN3I 0YJ12'0 NIV NINWAN NI'ONI ITPRNY DINWAT 177131 17YDIN' 13W [DIRT 7Y
D'UXINN D'NN'WA 7W1ENINWAT 7W DITANTTNIWIIN DN N'U307 03PN 7Y .007 13yn
IN TNWINA 'M71 w13 10N [11'7Y 3771 DINWA3 31V YT DIFTID DN NIYNDR]D
TTIV7 NIJT7Nii1 '739N 7V1,NINWAT NNUINT N0 'NIN WNW7 02NN 178 0PN .WIa'W
DINN1 D'WIT'N [IN27 T'WNi7 DINWATN DX NI7'YDNi MIWEPNT DNan DX YVINn7i

WATIAN NI 7713 AN fNUIN (D07 Y12 INUINIG

NINWAT 7W MIYPUDINT,O713101ND01 NIW7IN :D"NINT-|'1 13N '2'77N1 NIDNNWi
-['2N 0PN NIDYI 270N 7W A'NT'OU'71D 7W NIN DIT7 DI717Y [A7W DIF7310pPI103l
D'NNININNINND 127N ,'TINA MIRT7-|'3 (13PN 770 DN 0400 ,3GPP 1K .0 NINT
MIW{IN NIMAI7I3307 0'DINT-|'1 DIPN IWNW'W DYIDU NIJNND 0'YYNA1 NIW NI'TNN
NDOII 77 1291 0™MI71130 NIINND 7Y fYINGTI DDNIWNN ATIavin 0718 .NN7170
NN NI 7D L[ NAI713000 DNNNAIL = 'O D30 DINAN [WRID - D137 |'1 JANN
ININW NN DI'NLPNRN DNINT7 DIPA7 ITVIEW DINND 0D 0'NNDIMENNIaN 11w
,071Y1 1NN [DINT INWIMW NIINND 7Y D'UIUD DIWA7 NNWOHNI'MNND [INN' 09N Dl

2.0MNN D'7'W NIJNND DIT'{I n7N D'M'Y7 NIRT D'WIVI

NI7RIW' NNAN YWD NN [ANT NI 44-0 NNaN 707 3GPP 183 NN DI
NN 92 187 N7V | 2(ETSI,MIWPNN QY7 'DINRT DYPN0 (D01 03 DNANT)
NITN 7W ANTPM NIWTNA L(3GPP membership, n.d.) NI''0 NNaN 185-1 NININNNR
N7Ti1,09N7 NIDY 77007 N3 DNNY 17910 2240 NNUIN DINNI TINYI 78w
INJ .7IYDWIT 'UNIZD'T NN 7RIW'7 NI3PA7 721N 3GPP [11INI NIYZNIW'T NINANGT 100N
NNIYPUDIN 2IN'WI D'P0IVA D'AIN7-'T D'RNIDI NIDNNWN N7 7RIW 721N |2

.(7'v7 M2TIAW 0-RAN NNTI' [132) 5G N"I71319U7 NI'DI7N

N2 NIM7N ' TNUINR NIW7IN 19PN D NUW N7TAN 0'WaT 0J13'0 11YTn
N7V NN 02NN ,PZ1IW 'NYINNA NPHT DY 0MY71, N IR D00 7W DN
'J3N NIDYJ 7Y D'D01NN 727 0'3) DIJNND .09 7W NID'TYN NTDI fNUIN 7UN
PIW NN AP"7 D717V INUIN DIWAT O7IR JoT N'WIoN 7W KRIA"71 1187 12"0 NNUIN
11713120111 VTR DTV 7W 160 'DN Na'W! 713101M0D) N'IPNT TMWYNI YIan71 [T "N'win
N'WIN NNUIN INND DN NIN'TINT NIDDI1I NN WNINAN 1NN 1N I NI (2018

JNW'7 YMD7 731N ,NWI1I1 D30 NINARD WNNNAN NN TNI'MAI,DI'RD loT

1MW NIaNI Cyberspace Solarium NIAYNI 7W NIN7Ni11 TA0N DOYID 2020 'NNa
11T TN0N1 .N'NINT7 11"0 NNUIN N'MUIUON NIDI7 NINTN W37 T2 29 NN0 D10

NN'7W3 NIYYA7 [INNDI YT TIT{P7 [INND NN 0W7 2016-1 1NN DYIW YN 1IN0 7197 0miT 20
NN N'0i1 Lenovo N1an 'ax3 1'W |'D N7WAN TN 11 VN7 Dil*7V 7YDINW TNN7 7YX 7NN .0YIN]
.(Gorman, 2020) Huawei n1an 7w [INND1 10217 IDNNI DNTRY

.European Telecommunication Standards Institute 21

20



N7'NN7 NIDVTT NNM7I70 MIWPND DMMWN NWNAD DN .(0anyTa 22 ,2018) 7,112
NINMIN TIWA 7"2I0 78 MIWPNT TIWN 7"2I0 INDA] 'WANTITI N'MWN 7W 1Wwno5
https://www.gov.il/BlobFolder/generalpage/09072019_01/ .[12'A0i1 N7 TWNiI
en/Expanding%20the%20deployment%200f%20cellular%20communications%20
infrastructure%20and%20preparing%20for%20the%20retirement%200f%20
infrastructure%20in%20the%20fifth%20generation.pdf

JINWANDNWA NI R7W 770N KR4 ,I0N 87 — DIWTN .(0anaina 22 ,2016) 'N 117
https://www.globes.co.il/news/article.aspx?did=1001162258 .01171

AN W' 7AN 7NN DDWTNT TN 17'2n 78w .(02nunol 3 ,2019) 'N IUNNIT
/https://www.geektime.co.il/wipo-proud .Geektime

132011 :119'N .01 0TI 7RIW NITA7 7Y-NMIUIUDN ('R0 ,2017) [NNI 7RINW TOIN

NN 721 JWN7 N'73723 N7VIN ,0YIN] :UIUI'R DI'NWN (7113 18 ,2017) 'N ,T17'n

/https://fs.knesset.gov.il/globaldocs .ND12i1 7W YT PNAN 10 . NNRPN TITY7

MMM/b2b9b84c-3edb-e611-80cc-00155d0206a2/2_b2b9b84c-3edb-e611-80cc-
pdf.00155d0206a2_11_10585

.(19.2.2018) 20-i1 NDIDIT i 1A71IDU1 VTR NTYI7W 160 'DN 121w 71310109
http://fs.knesset.gov.il/20/Committees/20_ptv_491710.doc

7N ,NIM717011 DNANT7 [N 0OXY IND VIPNW 1100 :'Wana T .(Ne'a 5,2020) 21 ,y10
https:.//www.globes.co.il/news/article.aspx?did=1001313624 .01171 .I'TU71 1WOHN 'N

NIMIN7ZIA T17'2N D7 77120 78w NN JNaR .(anxTa 31,2019) 'n ,700Mp
https://www.calcalist.co.il/conference/ .UD'7272 ."N'W'N NANNIN INIDI1
articles/0,7340,L.-3776794,00.html

3GPP membership — Individual members (n.d.). Retrieved October 21, 2020 from
https://webapp.etsi.org/3gppmembership/Results.asp?Member=ALL PARTNERS&
SortMember=Name&DirMember=ASC&SortPartner=Name&DirPartner=ASC&Sort
Market=Name&DirMarket=ASC&SortObserver=Name&DirObserver=ASC&SortGue
st=Name&DirGuest=ASC&Name=&search=Search

5G Barcelona (n.d.). 5G Connected Ambulance. https://5gbarcelona.org/pilots/5g-
connected-ambulance

451 Research (n.d.). 5G impact on the financial services ecosystem. https://media2.
mofo.com/documents/191003-spotlight-5g-payments.pdf

5G Americas (2018, October). The evolution of security in 5G [white paper]. https:/
www.5gamericas.org/wp-content/uploads/2019/07/5G_Americas_5G_Security_
White Paper Final.pdf

23

nNipn

112071 .[APNN 'NIN] 21-1 INN7 713'N N2YN NANNTL.(2019) 'V {01307T'N ,NAITN
https://www.idi.org.il/media/13079/adapting-israel-s-education- .im1"UNIINT7 "'7RIWH
system-for-the-challenges-of-the-21st-centur.pdf

DTIWAN TUDIITING TN NW-|2 78w 7W [INU'N NO'DN .(2013) " 78Ww-|1

https://www. .7 VITY .5 IT7 7IVI 77X ;TIND 1N 0D .(ONIN3D21 20 ,2019) 'V Mo |2
inn.co.il/News/News.aspx/394622

https://www. .UD0'7272 2717011 7W '"W'NNiT T N2 (‘RN 10 ,2020) 'D 7113
calcalist.co.il/local/articles/0,7340,L-3819851,00.html

Luzzatto & Luzzatto Pattent .(.N.7) .78W! 7w 727N 7NN VIIND NWI713007 NEIWTNI
/DNNNN/VTN https://www.luzzatto.co.il/2 71NN 2020 Nanwunoa 20-1TNIN .Attornies
7NW-7W-1TIIN-T1N'AN-VIINI-NAI7110U-NIIW TN

NN NI M70T 7RIWY NDUIVONIT 1100 DIT'3",34-1 17WNNil 7w 151 nu7ni
.(28.06.2015) "N7WNN7 N'NN1N-N'7272 NYUIUDNIT 1NN

TNOW! NN IW IV DTEIN MDD D772 NINIDNT :0ECD .(WDnINa 26,2020) '1,1107i1
https://www.themarker.com/wallstreet/premium-1.9104021 . The Marker .n'oON' 110

12NN AMWYNIT 172720 TIWNI NPIWTNN DWW NIWTN7 NNINNN DDA 1Mwyni
2020 11nubnod 20-1 TNIN .New-Tech .(.N.7) .N"W |1'7'N 125-1 N'NMIDNT MwWyNn1l
https://www.new-techonline.NIWI-NIJWTN7-NMANNA-N'MIDAT-1"WYNi1 7NN

/com/2018/01

IPN7 2NV T2 .7RWI 1172721 7NN 'NWII1 D'NWAN 13N 8D DIINN .(2020) 'K ,0M
http://taubcenter.org.il/wp-content/files_ mf/pon2020heb.pdf 781w N'NYANT NIYTAN

NIWTN 01 W' TN, NINTID DI7'WE NDITAN 6 ' 781w .(02nwuboa 29 ,2018) ‘i1 ,Aa0'
https:.//www.globes.co.il/news/article.aspx?did=1001254253 .01171 .NIVI

NIXNW 1'0NI['0N MIWPNT NNAN 7Y TIDN :WN N7 2"2wi’ . (0anubod 26 ,2018) 'NI'T
.https://www.themarker.com/technation/premium-1.6509569 Jj1N 17T .78W3 71YDY7

https://www.ynet.co.il/ .Ynet .1171'D1 I1n2> 7IN7 .(0ana111 16 ,2014) 'N ,|TN
articles/0,7340,-4592334,00.html

JWINN AT NIMWN YTV 77121120 DNNID ON-UINUDT NDAIN .(*71'1 5,2020) 'N poan
https://www.themarker.com/opinion/.premium-1.8959343 .The Marker

22


https://www.5p2.org.il/wp-content/uploads/%D7%94%D7%AA%D7%90%D7%9E%D7%AA-%D7%9E%D7%A2%D7%A8%D7%9B%D7%AA-%D7%94%D7%97%D7%99%D7%A0%D7%95%D7%9A-%D7%9C%D7%9E%D7%90%D7%94-21-%D7%9E%D7%90%D7%9C%D7%99-%D7%90%D7%99%D7%99%D7%96%D7%A0%D7%91%D7%A8%D7%92.-%D7%A0%D7%95%D7%A1%D7%97-%D7%A1%D7%95%D7%A4%D7%99.pdf
https://www.5p2.org.il/wp-content/uploads/%D7%94%D7%AA%D7%90%D7%9E%D7%AA-%D7%9E%D7%A2%D7%A8%D7%9B%D7%AA-%D7%94%D7%97%D7%99%D7%A0%D7%95%D7%9A-%D7%9C%D7%9E%D7%90%D7%94-21-%D7%9E%D7%90%D7%9C%D7%99-%D7%90%D7%99%D7%99%D7%96%D7%A0%D7%91%D7%A8%D7%92.-%D7%A0%D7%95%D7%A1%D7%97-%D7%A1%D7%95%D7%A4%D7%99.pdf
https://www.inn.co.il/News/News.aspx/394622
https://www.inn.co.il/News/News.aspx/394622
https://www.luzzatto.co.il/%D7%9E%D7%99%D7%93%D7%A2/%D7%9E%D7%90%D7%9E%D7%A8%D7%99%D7%9D/%D7%94%D7%97%D7%93%D7%A9%D7%A0%D7%95%D7%AA-%D7%94%D7%98%D7%9B%D7%A0%D7%95%D7%9C%D7%95%D7%92%D7%99%D7%AA-%D7%9B%D7%9E%D7%A0%D7%95%D7%A2-%D7%A6%D7%9E%D7%99%D7%97%D7%94-%D7%9E%D7%A8%D7%9B%D7%96%D7%99-%D7%A9%D7%9C-%D7%99%D7%A9%D7%A8%D7%90%D7%9C-2
https://www.luzzatto.co.il/%D7%9E%D7%99%D7%93%D7%A2/%D7%9E%D7%90%D7%9E%D7%A8%D7%99%D7%9D/%D7%94%D7%97%D7%93%D7%A9%D7%A0%D7%95%D7%AA-%D7%94%D7%98%D7%9B%D7%A0%D7%95%D7%9C%D7%95%D7%92%D7%99%D7%AA-%D7%9B%D7%9E%D7%A0%D7%95%D7%A2-%D7%A6%D7%9E%D7%99%D7%97%D7%94-%D7%9E%D7%A8%D7%9B%D7%96%D7%99-%D7%A9%D7%9C-%D7%99%D7%A9%D7%A8%D7%90%D7%9C-2
https://www.luzzatto.co.il/%D7%9E%D7%99%D7%93%D7%A2/%D7%9E%D7%90%D7%9E%D7%A8%D7%99%D7%9D/%D7%94%D7%97%D7%93%D7%A9%D7%A0%D7%95%D7%AA-%D7%94%D7%98%D7%9B%D7%A0%D7%95%D7%9C%D7%95%D7%92%D7%99%D7%AA-%D7%9B%D7%9E%D7%A0%D7%95%D7%A2-%D7%A6%D7%9E%D7%99%D7%97%D7%94-%D7%9E%D7%A8%D7%9B%D7%96%D7%99-%D7%A9%D7%9C-%D7%99%D7%A9%D7%A8%D7%90%D7%9C-2
https://www.luzzatto.co.il/%D7%9E%D7%99%D7%93%D7%A2/%D7%9E%D7%90%D7%9E%D7%A8%D7%99%D7%9D/%D7%94%D7%97%D7%93%D7%A9%D7%A0%D7%95%D7%AA-%D7%94%D7%98%D7%9B%D7%A0%D7%95%D7%9C%D7%95%D7%92%D7%99%D7%AA-%D7%9B%D7%9E%D7%A0%D7%95%D7%A2-%D7%A6%D7%9E%D7%99%D7%97%D7%94-%D7%9E%D7%A8%D7%9B%D7%96%D7%99-%D7%A9%D7%9C-%D7%99%D7%A9%D7%A8%D7%90%D7%9C-2
https://www.themarker.com/wallstreet/.premium-1.9104021
https://www.new-techonline.com/2018/01/%D7%94%D7%AA%D7%A2%D7%A9%D7%99%D7%99%D7%94-%D7%94%D7%9E%D7%A1%D7%95%D7%A8%D7%AA%D7%99%D7%AA-%D7%9E%D7%AA%D7%97%D7%91%D7%A8%D7%AA-%D7%9C%D7%97%D7%93%D7%A9%D7%A0%D7%95%D7%AA-%D7%A8%D7%A9%D7%95%D7%AA/
https://www.new-techonline.com/2018/01/%D7%94%D7%AA%D7%A2%D7%A9%D7%99%D7%99%D7%94-%D7%94%D7%9E%D7%A1%D7%95%D7%A8%D7%AA%D7%99%D7%AA-%D7%9E%D7%AA%D7%97%D7%91%D7%A8%D7%AA-%D7%9C%D7%97%D7%93%D7%A9%D7%A0%D7%95%D7%AA-%D7%A8%D7%A9%D7%95%D7%AA/
https://www.new-techonline.com/2018/01/%D7%94%D7%AA%D7%A2%D7%A9%D7%99%D7%99%D7%94-%D7%94%D7%9E%D7%A1%D7%95%D7%A8%D7%AA%D7%99%D7%AA-%D7%9E%D7%AA%D7%97%D7%91%D7%A8%D7%AA-%D7%9C%D7%97%D7%93%D7%A9%D7%A0%D7%95%D7%AA-%D7%A8%D7%A9%D7%95%D7%AA/
http://taubcenter.org.il/wp-content/files_mf/pon2020heb.pdf
https://www.globes.co.il/news/article.aspx?did=1001254253
https://www.themarker.com/technation/.premium-1.6509569
https://www.ynet.co.il/articles/0,7340,L-4592334,00.html
https://www.ynet.co.il/articles/0,7340,L-4592334,00.html
https://www.themarker.com/opinion/.premium-1.8959343
https://www.gov.il/BlobFolder/generalpage/09072019_01/en/Expanding the deployment of cellular communications infrastructure and preparing for the retirement of infrastructure in the fifth generation.pdf
https://www.gov.il/BlobFolder/generalpage/09072019_01/en/Expanding the deployment of cellular communications infrastructure and preparing for the retirement of infrastructure in the fifth generation.pdf
https://www.gov.il/BlobFolder/generalpage/09072019_01/en/Expanding the deployment of cellular communications infrastructure and preparing for the retirement of infrastructure in the fifth generation.pdf
https://www.gov.il/BlobFolder/generalpage/09072019_01/en/Expanding the deployment of cellular communications infrastructure and preparing for the retirement of infrastructure in the fifth generation.pdf
https://www.globes.co.il/news/article.aspx?did=1001162258
https://www.geektime.co.il/wipo-proud/
https://www.geektime.co.il/wipo-proud/
https://fs.knesset.gov.il/globaldocs/MMM/f9cb6b39-4ac6-e811-80e1-00155d0a98a9/2_f9cb6b39-4ac6-e811-80e1-00155d0a98a9_11_15083.pdf
https://fs.knesset.gov.il/globaldocs/MMM/f9cb6b39-4ac6-e811-80e1-00155d0a98a9/2_f9cb6b39-4ac6-e811-80e1-00155d0a98a9_11_15083.pdf
https://fs.knesset.gov.il/globaldocs/MMM/f9cb6b39-4ac6-e811-80e1-00155d0a98a9/2_f9cb6b39-4ac6-e811-80e1-00155d0a98a9_11_15083.pdf
https://fs.knesset.gov.il/globaldocs/MMM/f9cb6b39-4ac6-e811-80e1-00155d0a98a9/2_f9cb6b39-4ac6-e811-80e1-00155d0a98a9_11_15083.pdf
https://fs.knesset.gov.il/globaldocs/MMM/f9cb6b39-4ac6-e811-80e1-00155d0a98a9/2_f9cb6b39-4ac6-e811-80e1-00155d0a98a9_11_15083.pdf
https://fs.knesset.gov.il/20/Committees/20_ptv_491710.doc
https://fs.knesset.gov.il/20/Committees/20_ptv_491710.doc
https://www.globes.co.il/news/article.aspx?did=1001313624
https://www.calcalist.co.il/conference/articles/0,7340,L-3776794,00.html
https://www.calcalist.co.il/conference/articles/0,7340,L-3776794,00.html
https://webapp.etsi.org/3gppmembership/Results.asp?Member=ALL_PARTNERS&SortMember=Name&DirMember=ASC&SortPartner=Name&DirPartner=ASC&SortMarket=Name&DirMarket=ASC&SortObserver=Name&DirObserver=ASC&SortGuest=Name&DirGuest=ASC&Name=&search=Search
https://webapp.etsi.org/3gppmembership/Results.asp?Member=ALL_PARTNERS&SortMember=Name&DirMember=ASC&SortPartner=Name&DirPartner=ASC&SortMarket=Name&DirMarket=ASC&SortObserver=Name&DirObserver=ASC&SortGuest=Name&DirGuest=ASC&Name=&search=Search
https://webapp.etsi.org/3gppmembership/Results.asp?Member=ALL_PARTNERS&SortMember=Name&DirMember=ASC&SortPartner=Name&DirPartner=ASC&SortMarket=Name&DirMarket=ASC&SortObserver=Name&DirObserver=ASC&SortGuest=Name&DirGuest=ASC&Name=&search=Search
https://webapp.etsi.org/3gppmembership/Results.asp?Member=ALL_PARTNERS&SortMember=Name&DirMember=ASC&SortPartner=Name&DirPartner=ASC&SortMarket=Name&DirMarket=ASC&SortObserver=Name&DirObserver=ASC&SortGuest=Name&DirGuest=ASC&Name=&search=Search
https://5gbarcelona.org/pilots/5g-connected-ambulance

https://5gbarcelona.org/pilots/5g-connected-ambulance

https://media2.mofo.com/documents/191003-spotlight-5g-payments.pdf
https://media2.mofo.com/documents/191003-spotlight-5g-payments.pdf
https://www.5gamericas.org/wp-content/uploads/2019/07/5G_Americas_5G_Security_White_Paper_Final.pdf
https://www.5gamericas.org/wp-content/uploads/2019/07/5G_Americas_5G_Security_White_Paper_Final.pdf
https://www.5gamericas.org/wp-content/uploads/2019/07/5G_Americas_5G_Security_White_Paper_Final.pdf

Dettling, L. J. (2017). Broadband in the labor market: The impact of residential
high-speed internet on married women's labor force participation. ILR Review,
70(2), 452-482.

Dignan, L. (2019, June 18). /oT devices to generate 794zb of data in 2025, says 1DC.
ZDNet. https://www.zdnet.com/article/iot-devices-to-generate-79-4zb-of-data-in-

2025-says-idc/

Duffy, S. (n.d.). 5G: A transformative technology. Barclays. https.//www.barclayscorporate.
com/content/dam/barclayscorporate-com/documents/insights/innovation/5g-a-
transformative-technoloqgy.pdf

Dutta, S., Lanvin, B., & Wunsch-Vincent, S. (2019). Global innovation index 2019
report: Creating healthy lives — The future of medical innovation. WIPO. https://
www.wipo.int/edocs/pubdocs/en/wipo _pub gii_2019.pdf

Ekstrom, H. (2019, July 11). Non-standalone and standalone: Two standards-based
paths to 5G. Ericsson Blog.

Ericsson (2018, January). The industry impact of 5G: Insights from 10 sectors into
the role of 5g. https:/filesvogel.de/vogelonline/vogelonline/files/9763.pdf

Eurasia Group. (2018, November 3). The geopolitics of 5G [white paper]. https://
www.eurasiagroup.net/siteFiles/Media/files/1811-14%205G%20special%20report%20
ublic(1).pdf

Federal Ministry of Transport and Digital Infrastructure (2017, July). 5G strategy for
Germany. The German Federal Government. https://www.bmvi.de/SharedDocs/EN/
publications/5g-strategy-for-germany.pdf?__blob=publicationFile

Gat, A. (2006). War in human civilization. Oxford, UK: Oxford University Press.

Gorman, L. (2020, April 2). The U.S. needs to get in the standards game — with
like-minded democracies. Lawfare. https:.//www.lawfareblog.com/us-needs-get-

standards-game%E2%80%94-minded-democracies

Gruber, H., Haténen,, J., & Koutroumpis, P. (2014). Broadband access in the EU:
An assessment of future economic benefits. Telecommunications Policy, 38(11),
1046—-1058.

GSMA (2018, December). Study on socio-economic benefits of 5G services provided
in mmWave bands. https:.//www.gsma.com/spectrum/wp-content/uploads/2019/10/
mmWave-5G-benefits.pdf

25

Abraham Accords Peace Agreement: Treaty of Peace, Diplomatic Relations

and Full Normalization Between the United Arab Emirates and the State of
Israel, September 15, 2020, https://www.whitehouse.gov/briefings-statements/
abraham-accords-peace-agreement-treaty-of-peace-diplomatic-relations-and-
full-normalization-between-the-united-arab-emirates-and-the-state-of-israel/

Arias, R., Mauro, I, 0'Halloran, D., Spelman, M., Deshmukh, M., Galal, H., Kabbara, M.,
Kaul, R., & Ratan, N. (2020, January). The impact of 5G: Creating new value across
industries and society [white paper]. World Economic Forum & PWC. http://www3.
weforum.org/docs/WEF The_Impact of_5G_Report.pdf

Asokan, A. (2020, March 30). Will 5G networks inherit vulnerabilities in 4G networks?.
Bankinfosecurity. https://www.bankinfosecurity.com/will-5g-networks-inherit-
vulnerabilities-in-4g-networks-a-14030

AT&T Business (n.d.). 5 Ways 5G Will Transform Healthcare. Retrieved October 21,
2020, from https://www.business.att.com/learn/updates/how-5G-will-transform-
the-healthcare-industry.html

Bieler, S. (2019, March 5). Market dynamics encourage weak security in consumer loT.
Compliance & Enforcement. https://wp.nyu.edu/compliance_enforcement/2019/03/05/
market-dynamics-encourage-weak-security-in-consumer-iot/

Bureau of Communications, Arts and Regional Research (2018, April 9). Impacts of
5G on productivity and economic growth [working paper]. Australian Government
Department of Infrastructure, Transport, Regional Development and Communications.
https://www.communications.gov.au/departmental-news/impacts-5g-productivity-
and-economic-growth

Burnham, C. (2019, April 12). 5G Is the essential security imperative of our time.
Forbes. https:.//www.forbes.com/sites/christopherburnham/2019/04/12/5G-is-the-
essential-national-security-imperative-of-our-time/#48d670712¢c22

Chong, A. (2010). Small state soft power strategies: Virtual enlargement in the
cases of the Vatican City state and Singapore. Cambridge Review of International
Affairs, 23(3), 383—405.

Condoluci, M., & Mahmoodi, T. (2018, December). Softwarization and virtualization
in 5G mobile networks: Benefits, trends and challenges. Computer Networks, 146,
14—16. https://nms.kcl.ac.uk/toktam.mahmoodi/files/sdn-nfv-5G-survey.pdf

Deloitte (2019, August). Scotland’s digital potential with enhances 4G and 5G
capability: Final report for Scottish futures trust. https://www.scottishfuturestrust.
org.uk/storage/uploads/deloittesfteconomicimpact4g5dfinalreportforpublication.pdf

24


https://www.whitehouse.gov/briefings-statements/abraham-accords-peace-agreement-treaty-of-peace-diplomatic-relations-and-full-normalization-between-the-united-arab-emirates-and-the-state-of-israel/
https://www.whitehouse.gov/briefings-statements/abraham-accords-peace-agreement-treaty-of-peace-diplomatic-relations-and-full-normalization-between-the-united-arab-emirates-and-the-state-of-israel/
https://www.whitehouse.gov/briefings-statements/abraham-accords-peace-agreement-treaty-of-peace-diplomatic-relations-and-full-normalization-between-the-united-arab-emirates-and-the-state-of-israel/
http://www3.weforum.org/docs/WEF_The_Impact_of_5G_Report.pdf
http://www3.weforum.org/docs/WEF_The_Impact_of_5G_Report.pdf
https://www.bankinfosecurity.com/will-5g-networks-inherit-vulnerabilities-in-4g-networks-a-14030
https://www.bankinfosecurity.com/will-5g-networks-inherit-vulnerabilities-in-4g-networks-a-14030
https://www.business.att.com/learn/updates/how-5G-will-transform-the-healthcare-industry.html
https://www.business.att.com/learn/updates/how-5G-will-transform-the-healthcare-industry.html
https://wp.nyu.edu/compliance_enforcement/2019/03/05/market-dynamics-encourage-weak-security-in-consumer-iot/
https://wp.nyu.edu/compliance_enforcement/2019/03/05/market-dynamics-encourage-weak-security-in-consumer-iot/
https://www.forbes.com/sites/christopherburnham/2019/04/12/5g-is-the-essential-national-security-imperative-of-our-time/?sh=905533312c22
https://www.forbes.com/sites/christopherburnham/2019/04/12/5g-is-the-essential-national-security-imperative-of-our-time/?sh=905533312c22
https://www.forbes.com/sites/christopherburnham/2019/04/12/5G-is-the-essential-national-security-imperative-of-our-time/#48d670712c22
https://www.forbes.com/sites/christopherburnham/2019/04/12/5G-is-the-essential-national-security-imperative-of-our-time/#48d670712c22
https://nms.kcl.ac.uk/toktam.mahmoodi/files/sdn-nfv-5g-survey.pdf
https://www.scottishfuturestrust.org.uk/storage/uploads/deloittesfteconomicimpact4g5gfinalreportforpublication.pdf
https://www.scottishfuturestrust.org.uk/storage/uploads/deloittesfteconomicimpact4g5gfinalreportforpublication.pdf
https://www.zdnet.com/article/iot-devices-to-generate-79-4zb-of-data-in-2025-says-idc/
https://www.zdnet.com/article/iot-devices-to-generate-79-4zb-of-data-in-2025-says-idc/
https://www.barclayscorporate.com/content/dam/barclayscorporate-com/documents/insights/innovation/5g-a-transformative-technology.pdf
https://www.barclayscorporate.com/content/dam/barclayscorporate-com/documents/insights/innovation/5g-a-transformative-technology.pdf
https://www.barclayscorporate.com/content/dam/barclayscorporate-com/documents/insights/innovation/5g-a-transformative-technology.pdf
https://www.wipo.int/edocs/pubdocs/en/wipo_pub_gii_2019.pdf
https://www.wipo.int/edocs/pubdocs/en/wipo_pub_gii_2019.pdf
https://files.vogel.de/vogelonline/vogelonline/files/9763.pdf
https://www.eurasiagroup.net/siteFiles/Media/files/1811-14 5G special report public(1).pdf
https://www.eurasiagroup.net/siteFiles/Media/files/1811-14 5G special report public(1).pdf
https://www.eurasiagroup.net/siteFiles/Media/files/1811-14 5G special report public(1).pdf
https://www.bmvi.de/SharedDocs/EN/publications/5g-strategy-for-germany.pdf?__blob=publicationFile
https://www.bmvi.de/SharedDocs/EN/publications/5g-strategy-for-germany.pdf?__blob=publicationFile
https://www.lawfareblog.com/us-needs-get-standards-game%E2%80%94-minded-democracies
https://www.lawfareblog.com/us-needs-get-standards-game%E2%80%94-minded-democracies
https://www.gsma.com/spectrum/wp-content/uploads/2019/10/mmWave-5G-benefits.pdf
https://www.gsma.com/spectrum/wp-content/uploads/2019/10/mmWave-5G-benefits.pdf

kpmg/content/dam/kpmg/co/sac/pdf/2020/07/59-edge-computing-value-
opportunity.pdf
Kennedy, D. (2019, July 26). The facts on 5G: How 5G networks are being built in the

real world. Ovum. https://www.ericsson.com/49472a/assets/local/reports-papers/
white-papers/the-facts-on-5G-final-report.pdf

Lal, S., Taleb, T, & Dutta, A. (2017). NFV: Security threats and best practices. /EEE
Communications Magazine, 55(8), 2-8.

5G supply chain security: Threats and solutions, U. S. Senate Committee on Commerce,
Science and Transportation, Cong. (2020a) (testimony of James A. Lewis). https://
www.commerce.senate.qgov/services/files/563D903B-FEF0-4A1C-9202-A7DCICCEFC6F

Lewis, J. (2020, June). Can telephones race? 5G and the evolution of telecom (part
1). Center for Strategies and International Studies (CSIS).
https://csis-website-prod.s3.amazonaws.com/s3fs-public/publication/20615_Lewis._
TelephoneRace WhitePage v2_FINAL.pdf

Lichtman, M., Rao, R., Marojevic, V., Reed, J., & Jover, R. P. (2018, May 20—24). 5G NR
jamming, spoofing, and sniffing: Threat assessment and mitigation [1** workshop].
|EEE International Conference on Communications Workshops (ICC Workshops),
Kansas City, MO, USA. https://arxiv.org/pdf/1803.03845.pdf

Little, A. D. (2017). Creating a gigabit society — The role of 5G. Vodafone Group.
https://wwwyodafone.com/content/dam/vodcom/files/public-policy/gigabit-society-
59-04042017.pdf

Lourencgo, M., & Marinos, L. (Eds.) (2019, November 21). Threat landscape for 59
networks [ENISA Report]. European Union Agency for Cybersecurity [Enisa] https://

www.enisa.europa.eu/publications/enisa-threat-landscape-for-5g-networks/at_
download/fullReport

Marinho, J. (2019, June 12). What's new in 5G security? A brief explainer. CTIA https:.//
www.ctia.org/news/whats-new-in-5G-security-a-brief-explainer

Martin, A., Marinos, L., Rekleitis, E., Spanoudakis, G., & Petroulakis, N. (2015, December).
Threat landscape and good practice guide for software defined networks/5G [ENISA
Report]. European Union Agency for Cybersecurity [Enisa] https://openaccess.city.
ac.uk/id/eprint/15504/7/SDN%20Threat%20Landscape.pdf

Mirzamany, E., Neal, A., Dohler, M., & Rosas, M. L. (n.d.). 5G and education. lisc. https://
community.jisc.ac.uk/sites/default/files/Education-VM_Extended.pdf.

Nakarmi, P. K. (2019, January 18). 3GPP release 15: An end to the battle against false
base stations? Ericsson Blog. https://www.ericsson.com/en/blog/2019/1/3gpp-releasels

27

Gunnerson, B, & Reall, B. (n.d.). What is a small cell and why does it matter. Gunnerson
Consulting & Communication Site Services. Retrieved October 21, 2020, from https:/
www.gunnersonconsulting.com/what-is-a-small-cell-why-does-it-matter

Haddix, J. (2019, January 8). Your life is the attack surface: The risks of IoT. DarkReading.
https://www.darkreading.com/endpoint/your-life-is-the-attack-surface-the-risks-
of-iot-/a/d-id/1333588

Hamilton, I. A. (2020, February 12). The US says Huawei has been spying through 'back
doors' designed for law enforcement — which is what the US has been pressuring
tech companies to do for years. Business Insider. https://www.businessinsider.
com/us-accuses-huawei-of-spying-through-law-enforcement-backdoors-2020-2

Highroad Team (2020, August 16). 5G — The network of Israel's future or Israel's
future undoing? Highroad. https://blog.highroad.center/5g-the-network-of-israels-
future-or-israels-future-undoing/

Hoehn, J. R, & Sayler, K. M. (2020, June 4). National security implications of fifth
generation (5G) mobile technologies. Congressional Research Service https://fas.
org/sgp/crs/natsec/IF11251.pdf

Hogg, S. (2014, October 28). SDN security attack vectors and SDN Hardening.
Networkworld. https://www.networkworld.com/article/2840273/sdn-security-
attack-vectors-and-sdn-hardening.html

Hussain, S. R., Echeverria, M., Chowdhury, 0., Li, N., & Bertino, E. (2019, February
24-27). Privacy attacks to the 4G and 5G cellular paging protocols using side
channel information [Paper presentation]. 26th Annual Network and Distributed
System Security Symposium, San Diego, CA, United States. https://www.ndss-
symposium.org/wp-content/uploads/2019/02/ndss2019_05B-5_Hussain_paper.pdf

Jamshidi, S. (n.d.). Extended reality and 020 communications. The Optical Zeitgeist
Laboratory. Retrieved October 21, 2020, from http://www.zeitgeistlab.ca/doc/Extended.
Reality and 020 Communications.html

Yen, H., Simpson, D., & Gorman, L. (2020, Spring). Tech factsheets for policymakers:
56 (A. Jayanti, Ed.). Belfer Center for Science and International Affairs. https://www.
belfercenter.org/sites/default/files/files/publication/5G_2.pdf

Jones, J. L. (2019, February 11). Strategic insights: Recommendations on 5G and
national security [Memo no. 3]. Atlantic Council. https://www.atlanticcouncil.org/
wp-content/uploads/2019/09/Strategic_Insights Memo vF_2.11.pdf

Karabeshkin, L., & Rusetski, R. (2013). Estonia's soft power. Baltic Horizons, 20(117),
45-52.
KPMG. (2020, June). The 5G edge computing value opportunity. https://assets.

26


https://www.gunnersonconsulting.com/what-is-a-small-cell-why-does-it-matter
https://www.gunnersonconsulting.com/what-is-a-small-cell-why-does-it-matter
https://www.darkreading.com/endpoint/your-life-is-the-attack-surface-the-risks-of-iot-/a/d-id/1333588
https://www.darkreading.com/endpoint/your-life-is-the-attack-surface-the-risks-of-iot-/a/d-id/1333588
https://www.businessinsider.com/us-accuses-huawei-of-spying-through-law-enforcement-backdoors-2020-2
https://www.businessinsider.com/us-accuses-huawei-of-spying-through-law-enforcement-backdoors-2020-2
https://blog.highroad.center/5g-the-network-of-israels-future-or-israels-future-undoing/
https://blog.highroad.center/5g-the-network-of-israels-future-or-israels-future-undoing/
https://fas.org/sgp/crs/natsec/IF11251.pdf
https://fas.org/sgp/crs/natsec/IF11251.pdf
https://www.networkworld.com/article/2840273/sdn-security-attack-vectors-and-sdn-hardening.html
https://www.networkworld.com/article/2840273/sdn-security-attack-vectors-and-sdn-hardening.html
https://www.ndss-symposium.org/wp-content/uploads/2019/02/ndss2019_05B-5_Hussain_paper.pdf
https://www.ndss-symposium.org/wp-content/uploads/2019/02/ndss2019_05B-5_Hussain_paper.pdf
http://www.zeitgeistlab.ca/doc/Extended_Reality_and_O2O_Communications.html
http://www.zeitgeistlab.ca/doc/Extended_Reality_and_O2O_Communications.html
https://www.belfercenter.org/sites/default/files/files/publication/5G_2.pdf
https://www.belfercenter.org/sites/default/files/files/publication/5G_2.pdf
https://www.atlanticcouncil.org/wp-content/uploads/2019/09/Strategic_Insights_Memo_vF_2.11.pdf
https://www.atlanticcouncil.org/wp-content/uploads/2019/09/Strategic_Insights_Memo_vF_2.11.pdf
https://assets.kpmg/content/dam/kpmg/co/sac/pdf/2020/07/5g-edge-computing-value-opportunity.pdf
https://assets.kpmg/content/dam/kpmg/co/sac/pdf/2020/07/5g-edge-computing-value-opportunity.pdf
https://assets.kpmg/content/dam/kpmg/co/sac/pdf/2020/07/5g-edge-computing-value-opportunity.pdf
https://www.ericsson.com/49472a/assets/local/reports-papers/white-papers/the-facts-on-5G-final-report.pdf
https://www.ericsson.com/49472a/assets/local/reports-papers/white-papers/the-facts-on-5G-final-report.pdf
https://www.commerce.senate.gov/services/files/563D903B-FEF0-4A1C-9202-A7DC1CCEFC6F
https://www.commerce.senate.gov/services/files/563D903B-FEF0-4A1C-9202-A7DC1CCEFC6F
https://csis-website-prod.s3.amazonaws.com/s3fs-public/publication/20615_Lewis_TelephoneRace_WhitePage_v2_FINAL.pdf
https://csis-website-prod.s3.amazonaws.com/s3fs-public/publication/20615_Lewis_TelephoneRace_WhitePage_v2_FINAL.pdf
https://arxiv.org/pdf/1803.03845.pdf
https://www.vodafone.com/content/dam/vodcom/files/public-policy/gigabit-society-5g-04042017.pdf
https://www.vodafone.com/content/dam/vodcom/files/public-policy/gigabit-society-5g-04042017.pdf
https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-5g-networks/at_download/fullReport
https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-5g-networks/at_download/fullReport
https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-5g-networks/at_download/fullReport
https://www.ctia.org/news/whats-new-in-5g-security-a-brief-explainer
https://www.ctia.org/news/whats-new-in-5g-security-a-brief-explainer
https://openaccess.city.ac.uk/id/eprint/15504/7/SDN Threat Landscape.pdf
https://openaccess.city.ac.uk/id/eprint/15504/7/SDN Threat Landscape.pdf
https://community.jisc.ac.uk/sites/default/files/Education-VM_Extended.pdf
https://community.jisc.ac.uk/sites/default/files/Education-VM_Extended.pdf
https://www.ericsson.com/en/blog/2019/1/3gpp-release15

Ropke, C., & Holz, T. (2015, November). SDN rootkits: Subverting network operating
systems of software-defined networks. RA/D. https://www.ei.ruhr-uni-bochum.de/
media/emma/veroeffentlichungen/2016/01/14/SDN-Rootkit RAID15.pdf

Schneier, B. (2020, January 10). China isn't the only problem with 5G. Foreign Policy.
https://foreignpolicy.com/2020/01/10/5G-china-backdoor-security-problems-united-
states-surveillance/

Schwab, K. (2019). The global competitiveness report 2019 World Economic Forum.
http://www3.weforum.org/docs/WEF TheGlobalCompetitivenessReport2019.pdf

Shaghaghi, A., Kaafar, M. A, Buyya, R., & Jha, S. (2020). Software-defined network
(SDN) data plane security: Issues, solutions, and future directions. In B. Gupta, G.
M. Perez, D. P. Agrawal, & D. Gupta (Eds.), Handbook of computer networks and
cyber security (341-387). Switzerland: Springer.

Stacy, K. (2019, October 8). US pushes to fund western rivals to Huawei. Financial
Times. https://www.ft.com/content/94795848-e6e3-11e9-b112-9624ecPedc59

Sullivan, J., & Lucas, R. (2020, February). 5G cyber security: A risk-management
approach. Royal United Services Institute for Defence and Security Studies. https://
rusi.org/sites/default/files/20200602_5G cyber security final web copy.pdf

Teppo, P, & Norrman, K. (2020, April). Security in 5G RAN and core deployments
[Ericcson white paper]. Ericcson. https://www.ericsson.com/49a5ea/assets/local/
reports-papers/white-papers/ericsson-whitepaper-5Gran.pdf

Transparency International (2020, January). Corruption perceptions index 2019,
https://www.transparency.org/files/content/pages/2019_CPl Report EN.pdf

UK Department for Digital, Culture, Media & Sport. (2018, March 7). Secure by
design: Improving the cyber security of consumer Internet of Things report [policy
paper].https://assets.publishing.service.gov.uk/government/uploads/system/uploads/
attachment _data/file/775559/Secure by Design_Report_.pdf

USA Cyberspace Solarium Commission. (2020, May 2). Cybersecurity lessons from
the pandemic [CSC white paper no. 1]. https://drive.google.com/file/d/IwCHVtIFlw
84UZIPOTZe2nkdGauls5fLAQ/view

Verizon (2019, November 18). What is the difference between 3G, 4G and 5G?
https://www.verizon.com/about/our-company/5g/difference-between-3g-4g-5g

Wang, T. (2016). Benefits and the security risk of software defined networking.
ISACA Journal, 4, 25-27. https://www.isaca.org/resources/isaca-journal/issues/2016/
volume-4/benefits-and-the-security-risk-of-software-defined-networking

29

Newman, L. H. (2019, August 3). 5G is here — and still vulnerable to stingray
surveillance. Wired. https:.//www.wired.com/story/5G-security-stingray-surveillance/

NIS Cooperation Group. (2019, October 9). EU coordinated risk assessment of
the cybersecurity of 5g networks [report]. https://ec.europa.eu/newsroom/dae/
document.cfm?doc id=62132

Nokia. (2016). 5G use cases and requirements [white paper]. https:.//www.ramonmillan.
com/documentos/bibliografia/sGUseCases Nokia.pdf

Nye, J. S. (2004). Soft power: The means to success in world politics. New York:
Public Affairs.

Nye, J. S. (2019). Soft power 2.0: The future of power in the digital age. Dubai Policy
Review, 1, 11-14. https://dubaipolicyreview.ae/soft-power-2-0/

Organisation for Economic Co-operation and Development [OECD]. (2019). Pisa
2018 results: Combined executive summaries (Vol. I-Ill). https://www.oecd.org/
pisa/Combined _Executive Summaries PISA_2018.pdf

Organisation for Economic Co-operation and Development [OECD] & Statistical
Office of the European Communities [Eurostat]. (2005). Oslo manual: Guidelines
for collecting and interpreting innovation data (3" ed.). Paris: OECD Publishing.

Osher, L., & lvri, N. (2019, August 26). 5G in Israel: Window of opportunity for western
multinational telecoms? APCO Worldwide. https://apcoworldwide.com/blog/5g-in-
israel-window-of-opportunity-for-western-multinational-telecoms/

Oxford Economics. (2019, December). Restricting competition in 5g network
equipment: An economic impact study. https://resources.oxfordeconomics.com/
hubfs/Huawei_5G_2019_report V10.pdf

Positive Technologies. (2020, June). Threat vector: GTP — Vulnerabilities in LTE
and 5G Networks 2020. https://positive-tech.com/storage/articles/gtp-2020/gtp-

2020-eng.pdf

Press Trust of India [PTI]. (2020, September 8). India, US, Israel collaborating in 5G tech:
official. The Times of Indlia. https://timesofindia.indiatimes.com/business/international-

business/india-us-israel-collaborating-in-5g-tuech-official/articleshow/77989007.cms

Prieger, J. E. (2020, February). An economic analysis of 5G wireless deployment:
Impact on the U.S. and local economies. The App Association [ACT]. https://actonline.
org/wp-content/uploads/ACT-Report-An-Economic-Analysis-of-5G-FINAL.pdf

Rogers, M. (2019, January 7). The new wave of telecoms: How open RAN may cause
major vendor shakeup. /T Connection. https://itcblogs.currentanalysis.com/2019/01/07/
the-new-wave-of-telecoms-how-open-ran-may-cause-major-vendor-shakeups/

28


https://www.wired.com/story/5g-security-stingray-surveillance/
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=62132
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=62132
https://www.ramonmillan.com/documentos/bibliografia/5GUseCases_Nokia.pdf
https://www.ramonmillan.com/documentos/bibliografia/5GUseCases_Nokia.pdf
https://dubaipolicyreview.ae/soft-power-2-0/
https://www.oecd.org/pisa/Combined_Executive_Summaries_PISA_2018.pdf
https://www.oecd.org/pisa/Combined_Executive_Summaries_PISA_2018.pdf
https://apcoworldwide.com/blog/5g-in-israel-window-of-opportunity-for-western-multinational-telecoms/
https://apcoworldwide.com/blog/5g-in-israel-window-of-opportunity-for-western-multinational-telecoms/
https://resources.oxfordeconomics.com/hubfs/Huawei_5G_2019_report_V10.pdf
https://resources.oxfordeconomics.com/hubfs/Huawei_5G_2019_report_V10.pdf
https://positive-tech.com/storage/articles/gtp-2020/gtp-2020-eng.pdf
https://positive-tech.com/storage/articles/gtp-2020/gtp-2020-eng.pdf
https://timesofindia.indiatimes.com/business/international-business/india-us-israel-collaborating-in-5g-tech-official/articleshow/77989007.cms
https://timesofindia.indiatimes.com/business/international-business/india-us-israel-collaborating-in-5g-tech-official/articleshow/77989007.cms
https://actonline.org/wp-content/uploads/ACT-Report-An-Economic-Analysis-of-5G-FINAL.pdf
https://actonline.org/wp-content/uploads/ACT-Report-An-Economic-Analysis-of-5G-FINAL.pdf
https://itcblogs.currentanalysis.com/2019/01/07/the-new-wave-of-telecoms-how-open-ran-may-cause-major-vendor-shakeups/
https://itcblogs.currentanalysis.com/2019/01/07/the-new-wave-of-telecoms-how-open-ran-may-cause-major-vendor-shakeups/
https://www.ei.ruhr-uni-bochum.de/media/emma/veroeffentlichungen/2016/01/14/SDN-Rootkit_RAID15.pdf
https://www.ei.ruhr-uni-bochum.de/media/emma/veroeffentlichungen/2016/01/14/SDN-Rootkit_RAID15.pdf
https://foreignpolicy.com/2020/01/10/5g-china-backdoor-security-problems-united-states-surveillance/
https://foreignpolicy.com/2020/01/10/5g-china-backdoor-security-problems-united-states-surveillance/
http://www3.weforum.org/docs/WEF_TheGlobalCompetitivenessReport2019.pdf
https://www.ft.com/content/94795848-e6e3-11e9-b112-9624ec9edc59
https://rusi.org/sites/default/files/20200602_5g_cyber_security_final_web_copy.pdf
https://rusi.org/sites/default/files/20200602_5g_cyber_security_final_web_copy.pdf
https://www.ericsson.com/49a5ea/assets/local/reports-papers/white-papers/ericsson-whitepaper-5gran.pdf
https://www.ericsson.com/49a5ea/assets/local/reports-papers/white-papers/ericsson-whitepaper-5gran.pdf
https://www.transparency.org/files/content/pages/2019_CPI_Report_EN.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/775559/Secure_by_Design_Report_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/775559/Secure_by_Design_Report_.pdf
https://drive.google.com/file/d/1wCHVtIFlw84uZIPOTZe2nkdGau15fLAQ/view
https://drive.google.com/file/d/1wCHVtIFlw84uZIPOTZe2nkdGau15fLAQ/view
https://www.verizon.com/about/our-company/5g/difference-between-3g-4g-5g
https://www.isaca.org/resources/isaca-journal/issues/2016/volume-4/benefits-and-the-security-risk-of-software-defined-networking
https://www.isaca.org/resources/isaca-journal/issues/2016/volume-4/benefits-and-the-security-risk-of-software-defined-networking

31

Whitacre, B., Gallardo., R., & Strover, S. (2014). Broadband's contribution to economic
growth in rural areas: Moving towards a causal relationship. Telecommunications
Policy, 38(11), 1011-1102.

Wheeler, T., & Simpson, D. (2019, September). Why 5G requires new approaches to
cybersecurity. Brookings. https://www.brookings.edu/research/why-5G-requires-
new-approaches-to-cybersecurity/

Whittle, N. (2019, November 18). How 5G could transform the delivery of healthcare.
Cambridge Wireless. https://www.cambridgewireless.co.uk/news/2019/nov/18/
how-5g-could-transform-delivery-healthcare/

Williams, R. (2019, July 15). Securing 5G networks: Challenges and recommendations.
Council on Foreign Relations. https://www.cfr.org/report/securing-5G-networks

Zaballos, A. G., Rodriguez, E. I, Kim, K. W., & Park, S. (2020). 5G: The driver for
the next-generation digital society in Latin America and the Caribbean. Inter-
American Development Bank [IDB]. https://publications.iadb.org/publications/
english/document/5G The Driver for the Next-Generation Digital Society in_Latin_
America and the Caribbean.pdf

30


https://www.brookings.edu/research/why-5G-requires-new-approaches-to-cybersecurity/
https://www.brookings.edu/research/why-5G-requires-new-approaches-to-cybersecurity/
https://www.cfr.org/report/securing-5g-networks
https://publications.iadb.org/publications/english/document/5G_The_Driver_for_the_Next-Generation_Digital_Society_in_Latin_America_and_the_Caribbean.pdf
https://publications.iadb.org/publications/english/document/5G_The_Driver_for_the_Next-Generation_Digital_Society_in_Latin_America_and_the_Caribbean.pdf
https://publications.iadb.org/publications/english/document/5G_The_Driver_for_the_Next-Generation_Digital_Society_in_Latin_America_and_the_Caribbean.pdf

[I'T 7W 1T2ON1 TRV NIN7I700 DINWYT 7W (56) '"wWanid T nMizinoo
OTP7 MDY NYIW NDODANAN 0MI'WR Iy 7831 071Y3 1N 'Miwpn
NBAND JIAN7 NINDY 56 NINWA MIWPNIT DINN 1170 .0'3) 0N '‘Ainnd
fIN'MYX7 ONN7 |21 ,ManM N ANIDYT L [INU'AA ‘AN 0 0"I7100
V7N D737 270N 7V VIDWi7i nY770

JIIDIN NNUIR YD1 NIW7IN N2 56 NINWAL 03,0000 1NNt R 7V
DY"ONND 01,2 1N 71370 120 'MINT DIDIWN [T MIVPUDINDE 1Rl
NINMWIW NIIIIN 133,007 NN NINWIn 56 NINWY DR 077200
D'DVIA D'PDON TI'Y NWDNI NIDIN 7V DT NIDANDIN JA7W 100N
O9PNW T 7V D730 NINI7 DMDY 178 .DI'N ‘M WAW7 0'717Y 1171
N [0 ,0'NITTA-N DN 7Y |31 0T ['WITIA DI NI7WAN |11 D'

101 VRYUL B SRS S

Y7 NI ['O1 0360 DIXAN '3 NANNT VP 7Y 56 NINWY MW 20000 |10
VIN'7 — TR [[19131 — N3 NI7Van NMai DINAR 7w anwaTa noa
0'U1'N 177 TRIWN DR U0 ,'0 M¥INN MIwpn T Win'wnlawonan
17V DNIND 171000 7W DY7RYNIZIDN 0'WIRTWA (1M (122, 0NN 0'3Iwn
NIRI 191713001 D'AI7AN NENNYT DR AT IARAD 3'¥A 1207 .0VTRT7 1Al
V'¥N NIDa7 .17 DMI730 091w 73901 23"0i0 NIR DN D1 7RIWYT anann

.DMI'RN DY NITTIANNT NIMWON 171V0 27T 77 MNRA

13"0i DP'ND 'WANKI M0 NMUIUORTI NICAT 11 P10 RiN 170P1 Ny
JINU'I 71300 VAT INR] 721" NIT0 7w -

D"AIN7-|'1 D'DNY 7WNA MR YINT 100 N3 UINM0PIT RIT [AT7D [NIT
A'IN 7N NU'DN1IIND

[INVI 71710V VN7 [ANI 711 NIT0

NIN'WA 78I (3 PNY ((7'RA3) Q17N NIDDND Y7V 2002 NIWA (NP
N2 JI0A T700 DW 7Y DNIAYN DII9TAYE 7WNN7 1000 D'l Dy
VINI ['IW PWANI PIDY7 VA1, IN-7N NU'DIIIIND [INU'T "TINtTT7
IWN ,719IY NTPNA NI7'YD NNYPA IT00, 70 DWT JINU'I7 191703001
TN7,'DINT |INU'AA NIYTIA DINNA {TTAY NN 010701 DYPNA D770
NUN .1'IN-7N NU'DIAYIND O'NYINAN (1Y AN 0'DID 7W NMIW iTo
N NN DY TIDT NIND ATRYT N7 RYOTIT0N W ani7uo
— Y701 11"'D NNUIN - 713700 7W 0MP'Wi DINANTT 'AINNA [*IYNNi S
JQIMDN7D ', 1M000NI DYAINTID 0'DN' :0'001 PI0Y 'RInnal
770N LJINDAT7 AN (2 700 'ONt L '0IEn Lanin pwll ovreo

.TIVI NIVTA D739 21700 NI ("33 DA ,04I90 [IND'a, N

S SENRANRNNNTY | - |

IcRC @00

Blavatnik Interdisciplinary TELAVIV NUD1IIIN _Yuval Ne'eman Workshop .
Cyber Research Center UNIVERSITY 1IN for Science, Technology and Security
Tel Aviv University




