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INPY 1945 MW, 1MMWN 07PN NNRNHYNRIA 171107122 TIRN 12NN PY'TIN
10721 10,0003 PIRD 2’8522 D720 LIPDA PY’TIN MPWA

Government Communications) 13271 ”NIRSA NNWPNA nvr”
IRINRA QNN RIN IRNY,NIPN ANNONA 012 07N (Headquarters — GCHQ
MIVMIIMRIA PINYOIN TINN2 MADN MW 127D, 1PN LIPD HY
NPYMP NPNYN IR YWNna NaR DR ANIND 9130 wHwn RN 9apna
22 MOYI9,MNY NPDVINR MPONN TRY DTN MIIPYN NNVIAR 'RYNA
NNVPVIIIR NI DRV NN NPDIVA NNTPNN 3PN npbnn GCHQ
IV TMINVIR NN, PMORYD APa,Nuwha ,nnvar nwa

5 ANHPNA MT DDA OY PN 11T TPINA 2013 Mwa Y GCHQ N
D505 DWIN 07N, MNNT MEYHNN 1A IV NOWHRNR TYVH PV IR
7IVWNHN PYITIND YT HY MINYRAI 2PYNI NPIIWOR DR PTDNY *75 DWITIN
1721 NPYM2N PPN NIIND PRI NPR TN DR WITI MITN.0YMAN
297101 YT QIO 010 IRYIA DION ;wn

JTITRT AN 927D NN MRS 191 PR TYNY 1NN M1WIN PO
7MIRDN 127D PINYA 1IN NNPR OY 2015 930212 V72 NHWNHN YN
IR ,GCHQ"Y 193 777 12917 .(National Cyber Security Centre — NCSC)
N2IND AN MYI20 17N 95Y 12700 N NTN NPINRA Rw»
oY PW AN Iw 7N, Y3530 N3WNN NAWH AN P1y»H ATINR
NN TWORY NNYN MYIAN NYWRND MIND.DYRIRD A DN PRTPRI
5251 N WD 71905 927D NPR TY MINNNNA NPDIA MINYAN
3 DARWNI YT NMW N2W5 1IN INNA 1Y NP0 qnwd Ny

Government Communications Headquarters (GCHQ), https://www.gchg- INR IR7 1
careers.co.uk/about-gchq.html.

Mark Waller, “Report of the Intelligence Services Commissioner for 2013, Intelligence 2
Services Commissioner, June 26, 2014, http://intelligencecommissioner.com/
docs/40707_HC304IntelligenceServicesCommissioner Accessible.pdf.

“Progress and Research in Cybersecurity: Supporting a Resilient and Trustworthy 3
System for the UK”, The Royal Society, July 2016, p. 37, https://royalsociety.org/
topics-policy/projects/cybersecurity-research/.
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MIBNA MINY 0TAYA MIN NNR AWNRN APDYM Y20 193500
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Charlie Edwards and Calum Jeffray, “The Future of Research and Development in 4
the UK’s Security and Intelligence Sector”, Occasional Paper, Royal United Services
Institute, March 2015, https://rusi.org/publication/occasional-papers/future-research-
and-development-uk%E2%80%99s-security-and-intelligence-sector.

“Research and Development Funding for Science and Technology in the UK”, National 5
Audit Office, Memorandum for the House of Commons Science and Technology
Committee, June 2013, p. 7.

“Internet Access — Households and Individuals: 2015”, Office for National 6
Statistics, http://www.ons.gov.uk/peoplepopulationandcommunity/
householdcharacteristics/homeinternetandsocialmediausage/bulletins/
internetaccesshouseholdsandindividuals/2015-08-06.

“Jammin’ in the Capital”, The Economist, June 21, 2014, http://www.economist.com/ 7
news/britain/21604591-londons-creative-talents-have-unleashed-wave-innovative-
technology-firms-jammin.
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n7PTIN,2015 MW ANDNOW,1Y1aR (NSS) mIRDA 1INYAN NIVIVDR”
5V DDIVIRY MO NI NDDI ASYNI NWRT DRI 127DN DR NR
1072 5 /MKRDA 927D NMIVIVDR ANDND 1IN INRY MY 0012
PTHR MR Y N1N7 327D0 PNV ITNN T NIDNL.2021-2016 DIWH
MY 1OR MIIPYN HY R¥YMY TN ,(NN NPNYm AImn,n1omn)
L1191 KD WINYW IR P, DWIIN RY DN YW APIN 1910, MPaDn MIWNIw
ARXIND NI1I92 R IR ,NDIYN Dpon > 5Y AN 102 awmw pn Hmo
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191 650 YW 1212 ,2016-2011 TIWH YNMIRD 727DN RPN DY WYY 9
“The UK Cyber Security :1X7 .019D1 1INY°2 NN GCHQS noin v"wh
Strategy: Landscape Review”, National Audit Office, February 12, 2013, p. 16,
https://www.nao.org.uk/wp-content/uploads/2013/03/Cyber-security-Full-report.pdf.

“National Security Strategy and Strategic Defence and Security Review 2015”, 10
November 23, 2015, https://www.gov.uk/government/publications/national-security-
strategy-and-strategic-defence-and-security-review-2015.

Cabinet Office, National security and intelligence, HM Treasury, and The Rt. Hon. 11
Philip Hammond MP, “HM Government, National Cyber Security Strategy 2016-
20217, p. 15.
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National Cyber) nIR51 727D 11NV 1230”7 NNPA Y VYMM V2N
MITNN YVVIAIRD YIVAN NPINR NR H1PW "¢ (Security Centre — NCSC
SR 12,1591931 NPINR LMV 72900 PNV SY AN oinn Y3 by
92700 RWNI YW IYIRPN 1Y21M 19NN MTPI 0Y MITNNN YT W
5P 1Y APITN DY W YN NNYAR NIIYNYY NYON PMRSA AnTa
VOMIN,NIRNEVI NWINI MDVINR MYPAY NWITI RN NPNR2ON PPN
792900 1INV YRIAN 1IR” 1Y NP AN HMNIRDN 127D NNV 1IN
ANMNOVHE NPR TN VA0 KA YW (Cyber Security Operations Centre)
HRRIVIG HPA 72D OPIPR D10 D12 PHT NNPH R TWORNY MR
JUMRDA N2 MIVIVDR AYad

VNN PHNI 2016 TNVPIRI PHWI PWIA PMKRSA 127D 1INV 1970”
WIPR 911 NR H9IMW QLN 13 NRD 1A INNPNNRNY NR.GCHQN
NAPY YT TPINI WHYN DIPNAI 1WA NN PO, DN 327D Mapn
19IN2 PR 1IN .APWYN5 NHWHRNI P IWPN QN AN 191,030 73700
Centre for Cyber) "12D "12°D N7YnY 13100” 0N, DHYP 127D PNV 01
NNYIAR2 NpPYY GCHQ 5w Mt NR 191 MRS CERT N (Assessment
927DR ORW 93 HY NINRA NR Y2 wINN 1907 ,799 9012 . (CESG) TN
Centre) "NMPRIRY NPNYN NNVIARY 12707” YW INPINR NNN 12 295 PAY
.(for the Protection of National Infrastructure

“The Cyber Threats to UK Businesses, 2016/2017 Report”, NCSC & NCA, March 15
14,2017 http://www.nationalcrimeagency.gov.uk/publications/785-the-cyber-threat-
to-uk-business/file.

“The Launch of the National Cyber Security Centre”, National Cyber Security Centre, 16
February 13, 2017, https://www.ncsc.gov.uk/news/launch-national-cyber-security-
centre.
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.www.ukcybersecurityforum.com/cyber-security-clusters

“National Cyber Security Strategy 2016-2021”, p. 33. 18
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190”7 22,0711 TIVP DPDY HY 11D 1PV YWINW 1AW Essentials
MID NDIPYN ORWI WRNWNRY TITH 2N JTRN /MRS 92700 nva
NMYNRYN 1) W 15K 0250nY 2.7929D INvab oIYR 1wy’ owa arD
TN IV TMIR DWIT PO 5P IPND WIID MPINN NPNVLHMT
2929D NPR NN

927D NNYAY TIwnn” RN 171721 72700 NV DINN2 901 07
Office of Cyber Security and Information Assurance —) "pT°n NNVARY
VAP ITIVRI PN ITPOM I NYWNRNI ANI2 5PN 9132 11T .(OCSIA
MIVIVDR AN PIYAY 32700 20N NN MRS PNV AW’
727D NNY2Y TIWHRA” 2.1 N5WNRNa ANT2 727D PNV MM IR ORNN
,NPTNOWNN NMINDI AYWHRN MTIVN 1Y NP NIIWIA TV “YTH NNVIARI
.GCHQ" NMWYpnn TIwn,YInn Twn,nunn TIwn,02o0 PNYa TIwvn 1o

.35y, aw 19

“Cyber Essentials”, HM Government, http://www.cyberaware.gov.uk/cyberessentials/ 20

“10 Steps to Cyber Security”, NCSC, April 10, 2016, https://www.ncsc.gov.uk/ 21
guidance/10-steps-cyber-security.

“Minister for Digital and Culture Matt Hancock’s speech at the Cyber Security 22
Institute of Directors Conference in London”, March 27, 2017, https://www.gov.
uk/government/speeches/matt-hancocks-cyber-security-speech-at-the-institute-of-
directors-conference.

https://www.gov.uk/government/groups/office-of-cyber-security- :OCSIA INR IR 23
and-information-assurance.
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;AR %,(The National Cyber Crime Unit — NCCU) "IPmR51 72701 1wa
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927D YWO 211D NPINT NANND DINT DR 191, NNYIAN NOIYNa
NPTINN 727D OYYH MTT TY ANYO PINPWA NOMS AT MN.APTNI DNNNN
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(Metropolitan Police Cyber Crime Unit — MPCCU) (17112 S®) 219170100
JPRIRDTPA PIN NOIR MTMN HWNn 2913 ,WYN NI

Cyber-Security Y70 9INW NNNovHo 2013 Mwn YNn nHYa A71vaa
DINIR DPAORN NP NHND T NNV . Information Sharing Partnership
NNTPY MY 0 AIY? DPYIAN DRI NN .NPYI0 MAam ooNdR
PR SW VM NIV 700N NP NPOEPNA IBM n1an Sw X-Force Initiative
26,9290 "MIR Y

nn's1 znn
MIIND WIAPY 127D MIWTN 11370 0'PnY AN N TH R 9 INDA NITY
177 NPWNR 191, MYIN 127D MAIan Nnpnd PNYN 1NN DRTPNN 121D
NNWA TONTPR TIPNNAI PITH MIANA 1NN 27D NNWTN 1D
1991 16573 2016 YW 7127°DN N7IVIVDR NIDN RPN DN T02.0»wYNn
7,929 NNV NN ORYII NRYTNA 100D v'wH

Cyber Security) 772D "NY’2 1pNNY TOMN” 11102 ANPN NHRS qDNA
mMYPaY 11TRI MM MRVDIDIRD DR TIRY (Research Institute
,07¥n ,GCHQ" mIRYN 127D NNV 13710”07030 DM PWIN NNVIAR 7irny
MR NPIINN NNR 9D M2 R57 927D IRWIIA IPNN NIWINA OmMN

Secretary’s TW3a VI1°1P2 MIVIVDR NDWNY PIY? NN 5»10 0PI 00 PxH v 24
Advisory Group on Horizon Scanning (CSAG).

http://www.nationalcrimeagency.gov.uk/about-us/what-we-do/: 112100 Y079 IR 25
national-cyber-crime-unit

“Progress and Research in Cybersecurity”, p. 42. 26
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1INV 12IN” 927D 2WNNA VT, IOLNT APTINNA DNTPNN DIDVIVIN
91N AR P2 ,M59190 NPIpNNn M 19002 RY 01 MRS 92700
PRI DWIHYWH NRSH NN 12D MIMRN PN DYNTPR DTN 13 Nnpnd
MRDN 927D NV 1207 .MINENN TN NN DINAW OWHY ININ
Cyber Security Innovation) ”>nY>wnnn 12»Dn NIWIN 12I9” NR D'pN 0)
Pt MAanS nnnnd wnwni (Centre

IIN DPM DIPNM NN NMH KNP 91p 201772 op19 GCHQ
NWRIN 25w NHHID I ARRA MININ 2,920 DINNA PN MIANY AXRA
NN 1PDD” ARNabY” 10 DTIRNN NN M PITN MIan Yaw
1YINN N3N ANMoaw ,Cyber Owl NNAT,PITH MAAN RIXN5 RN GCHQ Sw
112 NNMNOVH NNNYaW ,Status Today ;NNR AT PY'TIN NPADHRA NNTYN
TNN MApNn PN ATV TIPHA MWNIR NHNIND 17209 *79 IPMIORYN
DD MMT MY I MARYN 112 NNToaVYe RNW Elemendar™ ;NINN
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MPNN WM NIVNA NMIPHN APWYNA 1721 112 190 9INYwn PN 2015
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“Applications open for GCHQ’s Cyber Summer Schools”, GCHQ, May 20, 2016, 28
https://www.gchq.gov.uk/press-release/applications-open-gchgs-cyber-summer-
schools.

“National Challenge will Develop Schoolgirls’ Cyber Security Skills”, GCHQ, 29
January 18, 2017, https://www.gchq.gov.uk/press-release/national-challenge-will-
develop-schoolgirls-cyber-security-skills.

“The first-ever GCHQ-backed accelerator programme for cyber security start-ups 30
concludes today, with all parties involved hailing it as a huge success”, Wayra, March
30, 2017, https://wayra.co.uk/first-cyber-security-start-ups-graduate-from-unique-
gchg-cyber-accelerator-programme/
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IPNNA NAN” — 2013 MW 0PN 12700 1INV DINNA 901 MpNn i
22 (The Research Institute in Science of Cyber Security) ”12D 1NV VTN
MY5SNNN 2PN NAWH NNPH MYV DVITIVD NPRNOPTN NN RININYY
AR IDTINA IPNNY AXMINAYY GCHQ™N T 5Y 19NN 1191032700 IIinna
.(The Engineering and Physical Sciences Research Council)

nMmiRz-1"1 m'2'y9
927D DINNA MRS 1DINA IPNY MNNN 2016 MWA NN VY12
207W9 119 3.5 5w MIHPA, 0N MPTN YAV VI 3571 1NN
927D DINN2 MOMWYN 1PN NPINN IV NNYHN IR MIPTHN NNR
APWIN 727D TNV ORYII MPTHN N NamMwn 9710 MINN . 19D KN
19791 INNA NPWA IRN 30T TINN2 0pnnd n nHMa XM ;201572
"5 1195 2.4 5W NOIPYIN MY MOMWN IPNN NN WY INIIDNa
Ma7 MPTN OY 727D DINN2 AN HINOY 'NIDA HY Aninn A7nvia
,T177120 MRIR DY AT DINNA D7VIVDR 19199 5911 NR»pm oyn 'ania
DINNA IV SW MIRDPAN D90 QY EATIP TI9T 1,10 DIR
DY NRPPHRN,/IIMRDA APYWON MIND” NPINRA RN 127DA NY'WO
MNRTPN T IV MHWNRN 4.MaDN NIPNNDI "719171” ,"N19701R” Oy
,79.927°D0 DINNA MNY MPTH 1Y DMVIVDR IORT MNINRD DIwa
DINNA MPTHNNY MW NPRYAY P 0Y NMIAN TADN 1NYI2 1w 20167
DITN 228N NP NIY P1PITIN YTN QINPWH 01N N1 Y515 732700

“Progress and Research in Cybersecurity”, p. 60. 31

http://www.riscs.org.uk. :N22INN INR IR 32

https://www.nrf.gov.sg/funding-grants/international-grant-calls/ : 101NN IR N 33
joint-singapore-uk-research-in-cyber-security.

Ankit Panda, Conrad Prince, “On the United Kingdom’s Cyber Strategy and Asia”, 34
The Diplomat, October 15, 2016, http://thediplomat.com/2016/10/conrad-prince-
on-the-united-kingdoms-cyber-strategy-and-asia/.

“What is the Five Eyes Intelligence Alliance?”, France 24, March 17, 2017, http:// 35
www.france24.com/en/20170317-what-five-eyes-intelligence-alliance.

“International Cooperation”, The National Crime Agency, http://www. 36
nationalcrimeagency.gov.uk/about-us/working-in-partnership/international-cooperation.
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D1WH 727D0 ANIN N1NY V1IN RPNN YWY oMmynwn 570 mand
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.0YN7aNM 0193550 070591000 ,071INYAN 0200900 P DNDPR NPY
DINRN T2371Y DN OVIPMT RN MINYIAN 23070 %D IR, NRT MIINS
YT MNNONN TIWORY DORIN NWHY AHWNRNA NHYIO 1DITY 713N PR wHwm
MaN1 RS TN, IOINVATTINNAN TPNTAN .IWTN IINNIO0 NI
TPNHN N9 11 RNV, VMR N92IRM INYAN NN HWONVDINn
5192 PIDN ANAN AT PR IR ;GCHQ N MY MYRNRIA AWY» AMa) 172
PIDH DYIPY ,MPVIAN NNYAN NIWND PINN DRYPRNT DPWwRnd YN
P MM 1139, 7PNIIRD NOIPYNT P MOINVIAA NIIWNA P2 NTTN AM9Na
,PNTPRY 1PWYNN 12 PHMI WP, DYMIR VRPN OWIR NIWIN I NTPR
171V12 5 NWPHn B3 GCHQ YW nvidmTa . NY1NY WM IHPDY Mo
DN N ,AM5 . NrHAh N1IOY NAan oy avs inwh wpn H0a
DNYPN TIARYNA DY DDANNY MVMIAN NHVIVDRA ADYONN 2ARYN HW
DI 7192 DNR XN AN HWI NIRY 127D ONPR 191 N1nD 11v1aa
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NYPN S92 ARNIND 1NN NTMY RY 1T ARNWYA ORI v Hw abRS
,VYN,NINYA 5W 1Y NINAD NN TWORY VAR HTinn Y orwph
PV NN NPMIIND NNT Y NINWY HRIW? H5wnd 70 .NTPRY N
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“China-UK High Level Security Dialogue: Communique, Policy Paper”, Cabinet 37
Office, June 13, 2016, https://www.gov.uk/government/publications/china-uk-high-
level-security-dialogue-official-statement/china-uk-high-level-security-dialogue-
communique.

“Joint Statement between the Governments of the UK and India, Press Release”, 38
Prime Minister Office, November 7, 2016, https://www.gov.uk/government/news/
joint-statement-between-the-governments-of-the-uk-and-india.
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592 915 IMR 7O GCHQ N MRYA 12700 1INV 1990”7 YW 'pHnn IR
NWIT O3 IV 00390 IR mwan 5Y 1P N 0YNIR DINORN
MNVIAN NN DIAVINA TPNDIDV MNIND YT TN 1103 191N MRND
,2ARWA 772,800 IRT OW»H 23103 170950 I1m PNAIRA wyny "wnan
1721 PNV2 P2 INY MNRND AR D2ARYNA DR PHNNY nvnn nwn
20790 NN PRTPRI, TN MYPYN
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MV HY AR ARIA D107 ,R0AN 72YR YW MR 927D0 INY
921D NYYWH 1270”7 1130 ,01D 172N RN TN 191PRA IR DIIRN
nOMY MY AN RY R 7921 (European Cybercrime Centre) "9171RN
PVMAN NPPTRA AN O N2 DIV . NMIRI 127D NPYWH NN IRNRND
N7R51MT” 110 91PRA TINPRD MPTNY OMWYN 0PNV DIRYN 12D
N1 1IN IM,(General Data Protection Regulation — GDPR) Y70 NNVAR
17072 PORD INIRY BNR P.TIMRD DR IV DT MY Mnwn
MR TTR NI DI INPRA TINRA NTY MAPYA NIRY 172 T1INNAY
MYIRPND NR'WI5 2015 320213 GDNNN 27D PNV 332700 Myvpnb
WHINYIOTPRA TINPRY PINN DNITRD TWORY 7127,731°722 NONN 1Y 0NA
L7191 2819 R220Y ANHY IR DR 722V DY DY ANAY NIWKRS Nwpa

N’71,2018 790102 '91PRA TINRA 97IN5 D105 Moxw ,GDPR n7ipna nvonn 39
TIN2 1T 121D MOPN HY 1 MHYNnY YTIND MINIRI MIMWIN MAann awa
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“The Implications of Brexit on UK Cyber Policy”, Council on Foreign Affairs, June 40
28, 2016, https://www.cfr.org/blog/implications-brexit-uk-cyber-policy.


https://www.cfr.org/blog/implications-brexit-uk-cyber-policy

110 2N 0MRY "WIAN MIynn | 109 2R1IT

10 MY, MNNIDY NIYTN 0TPY Y72 DY TYNIIR D00 OY AP
JNITRNOVIIN 121DA PIY NTINRIOVIIR
MYpnd DWNN 017 DY DBNR NI TV IWPIY DIRARNA HI MInd
IR NPT - DVNRD IRY P2.1YMIAN 121DA NIVIVDR NYNLA OY
171L92 YW 7M9xN AN GCHQ MYRIL PYMIAN 12°D0 N Man Hw
MINRN DARYN NPIYN 10 NOR DVNRY MWOR MIPN IPRA TIMRA NR
JVI97 3NN PNTPRI,TI1PN2 MYPYA PAI2»D NNV AYpwa PaIny

2017 1AAXT |3 1122 | 1 772 | INwa1 'Yy 1,130 @



